S l G AR Office of the Special Inspector General Gene Aloise
for Afghanistan Reconstruction Deputy Inspector General

June 21, 2013

Ms. Deborah Stover-Springer

Deputy Inspector General

Pension Benefit Guaranty Corporation
Office of Inspector General

1200 K Street, NW

Washington, DC 20005-4026

Dear Ms. Stover-Springer:

We were surprised to receive your letter dated June 18, 2013, asking for more information
regarding the peer review completed over a month ago. In our view, you already have sufficient
information to understand the intent and substance of our review. As you know, we completed the
external peer review of the Pension Benefit Guaranty Corporation Office of Inspector General
(PBGC-0IG) and submitted the final System Review Report to you on May 15, 2013. The System
Review Report includes detailed information on our findings and recommendations as well as your
oral and written comments on them. Specifically, we met with PBGC-OIG management four times to
obtain oral comments--March 8, 12, and 19, and April 18--and received written comments on May 2,
2013, all of which were incorporated into the System Review Report. Further, we annotated your
written comments in detail to provide further explanations and justifications for our opinion of your
system of quality control for the audit organization of PBGC-OIG.

As part of our work, we interviewed PBGC-OIG personnel in Washington, D.C. to obtain an
understanding of the audit organization and its internal quality control system. We evaluated PBGC-
0IG’s policies and procedures designed to provide reasonable assurance that generally accepted
government auditing standards (GAGAS) and other pertinent requirements were met. We used
Council of the Inspector General on Integrity and Efficiency (CIGIE) checklists for general standards,
policies and procedures, independent public accounting monitoring, and performance audits as
guides for our review. We also interviewed 13 audit personnel using the audit staff questionnaire.
We selected two audit engagements and administrative files to test for conformity with professional
standards and compliance with the organization’s system of quality control. Two performance
audits were conducted during the review period, and therefore, we selected both reports for
review. Prior to concluding this review, we met with PBGC-OIG management on several occasions
and incorporated their comments, as described above. In other words, we conducted our review
fully in accordance with GAGAS and CIGIE guidelines.

Our responsibility was to express an opinion on the design of the system of quality control and
PBGC-OIG’s compliance based on our review. We believe the processes and procedures we followed
provided a reasonable basis for our opinion. In our opinion, the system of quality control for PBGC-
0IG’s audit organization in effect for the year ended September 30, 2012, was not fully effective in
assessing compliance with applicable professional standards. Based on our professional judgment,
PBGC-OIG received a peer review rating of pass with deficiencies.

Of particular concern beyond our overall peer review opinion was the recommendation in PBGC-0IG
Audit Report entitled Authorization to Operate PBGC Information Systems, August 18, 2010, where
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PBGC-0IG recommends that PBGC request a waiver from Office of Management and Budget (OMB)
to allow for continued operations of information technology systems, despite the presence of
unremediated vulnerabilities and the absence of an effective certification and accreditation process
as required by OMB Circular A-130 and the Federal Information Security Management Act (FISMA).
In the report PBGC-OIG raises the seriousness of this issue by stating that “without the necessary
authorization to operate {ATOs),” PBGC management “did not have a valid basis on which to
authorize continued operation of PBGC's information technology systems.” Yet, PBGC-OIG makes a
recommendation that could be perceived as endorsing non-compliance or a delay in compliance.
Recommendations should correct problems, improve program operations, and be practical, which
this recommendation was not. This is critically important given the nature of PBGC's mission —to
protect the retirement incomes of more than 40 million American workers in more than 26,000
private-sector defined pension plans.

The second report we reviewed was titled PBGC Needs to Improve Controls to Better Protect
Participant Personally Identifiable Information (Pll), September 16, 2010. This audit was initiated
based on a whistleblower complaint alleging that participant data maintained by PBGC was being
transferred to an unsecured application. Again, this is something that can seriously impact the
mission of PBGC — to protect the retirement incomes of more than 40 million American workers. In
this report, PBGC-01G did not conduct an independent assessment of PBGC management’s decision
to transfer participant data to an unsecured application and apparently accepted PBGC's decision as
an “appropriate one, given the system’s high cost and the scope-creep of the project encountered.”
Furthermore, PBGC-0IG did not independently validate information obtained from the agency. In
our opinion, this also raises a question of independence, since it appears in the report that PBGC-
0IG relied on unsubstantiated information to make a conclusion. Moreover, we take strong
objection to the PBGC-0IG management comment in response to our peer review report that a
standard was dropped from the December 2011 revision of GAGAS related to independence, and it
“is no longer relevant” for report reviewers to be independent.’ PBGC-OIG wrongly interpreted
GAGAS, since the Government Accountability Office’s revision expanded the definition of
independence to include activities that are not expressly prohibited and applies not only to
members of the audit team but to those in principal positions of the audit organization. We firmly
believe PBGC-0IG should take further action to ensure it communicates the correct message
pertaining to the concept of independence to its entire audit organization.

The public office of Inspector General carries with it a responsibility to apply a high standard of
professionalism and integrity, and, above all, foster good governance and the use of public
resources economically, efficiently, and effectively. In that regard, | think we can agree that our
respective Offices of Inspector General have spent an inordinate amount of time conducting this
peer review, which has now reached the point of diminishing returns. After all, the intent of the
peer review is to improve practices and mitigate any weaknesses so that we can do high-quality
work for the benefit of the public. It is not to perpetuate the peer review process and drag it out
beyond what is reasonable. Consistent with the CIGIE peer review guide and our own policies and
procedures, we intend to retain the workpapers supporting this peer review at ieast until the

! puditors participating on an audit assignment must be free from personal impairments to independence. This includes those who review
the work or the report, and all others within the organization who can directly influence the outcome of the audit, Section 3.07,

Government Auditing Standards, July 2007 Revision
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subsequent peer review of PBGC-0IG is completed. We do not intend to spend our limited resources
making any copies of the documentation, as we consider this a costly and unreasonable demand,
but we will provide you access to appropriate documentation at our office upon request.

Moreover, according to Quality Standards for Federal Offices of Inspector General, Standard V(D)(8),
the peer review report “should be made available to the public in a timely manner.” It has now been
more than 30 days since the report’s issuance and it remains absent from your website. This has
prompted a complaint to SIGAR’s Hotline to report fraud, waste, and abuse about the delay as well
as questioning the integrity of CIGIE which implies we have not completed the peer review. The
complainant simultaneously sent the complaint to PBGC-OIG and CIGIE, noting that PBGC-OIG was
non-responsive when queried in advance of sending the complaint. Therefore, in response to the
SIGAR Hotline complaint and because of your office’s delay in posting the System Review Report, we
intend to post the report on our website (excluding the Letter of Comment). Our professional
opinion is that a delay of more than 30 days is not timely. We will also inform the appropriate
committees of jurisdiction and any other upon request of the peer review results.

Sincerely,

A A

Gene Aloise

Deputy Inspector General

Special Inspector General for
Afghanistan Reconstruction
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Office of the Special Inspector General
S | GA R for Afghanistan Reconstruction

SYSTEM REVIEW REPORT
Pension Benefit Guaranty Corporation Office of Inspector General
For the Year Ending September 30, 2012

May 15, 2013

Ms. Rebecca Anne Batts, Inspector General

Pension Benefit Guaranty Corporation

We have reviewed the system of quality control for the audit organization of the Pension
Benefit Guaranty Corporation, Office of Inspector General (PBGC-OIG) in effect for the year
ended September 30, 2012. A system of quality control encompasses PBGC-0IG’s
organizational leadership, emphasis on performing high-quality work, and the organization's
policies and procedures designed to provide reasonable assurance of complying with
professional standards and applicable legal and regulatory requirements. The general standard
for quality control and assurance in generally accepted government auditing standards
(GAGAS) is the overarching criteria for conducting peer reviews.!

PBGC-OIG is responsible for designing a system of quality control and complying with the
controls to provide reasonable assurance of performing and reporting in conformity with
applicable professional standards in all material respects. PBGC-0IG’s system of quality
control consists of its audit organization, headed by the Assistant Inspector General for Audit,
and its policies and procedures articulated in the Audit Manual (AM), and carried out by a staff
of 13 personnel. Our responsibility is to express an opinion on the design of the system of
quality control and compliance with that system based on our review.

We conducted our review in accordance with GAGAS and guidelines established by the Council
of the Inspector General on Integrity and Efficiency (CIGIE). During our review, we interviewed
PBGC-0IG personnel in Washington, D.C., to obtain an understanding of the audit organization
and its internal quality control system. We evaluated PBGC-OIG’s policies and procedures
designed to provide reasonable assurance that GAGAS and other pertinent requirements were
met. We used CIGIE checklists for general standards, policies and procedures, independent

*Our review was based on the standards by the Comptroller General of the United States, July 2007 Revision,

Government Auditing Standards, which is effective for performance audits conducted between Jan uary 1, 2008 and
December 15, 2011.



public accounting monitoring, and performance audits as guides for our review. We also
interviewed 13 audit personnel using the audit staff questionnaire.

We selected two audit engagements and administrative files to test for conformity with
professional standards and compliance with the organization’s system of quality control. Since
two performance audits were conducted during the review period, we did not select a sample
and selected both reports for review. Prior to concluding this review, we met with PBGC-0IG
management on March 8, 12, and 19, and April 18 to obtain oral comments, which were
incorporated as applicable. Enclosure 1 of this report identifies the audits we reviewed.

Our review was based on selected tests and therefore would not necessarily detect all
weaknesses in the system of quality control or all instances of noncompliance. There are
inherent limitations in the effectiveness of any system of quality control, and therefore,
noncompliance with the system of quality control may occur and not be detected. Projection of
any evaluation of a system of quality control to future periods is subject to the risk that the
system of quality control may become inadequate because of changes in conditions, or
because the degree of compliance with the policies or procedures may deteriorate.

Our responsibility is to express an opinion on the design of the system of quality control and
PBGC-01G's compliance based on our review. We believe the process we followed and the
procedures we performed provided a reasonable basis for our opinion.

In our opinion, the system of quality control for PBGC-0OIG's audit organization in effect for the
year ended September 30, 2012, was not fully effective in assessing compliance with
applicable professional standards. Except for the three deficiencies described below, PBGC-
OIG complied with its system of quality control and has reasonable assurance of performing
and reporting in conformity with applicable professional standards in all material respects. A
deficiency is one or more findings that the review team has concluded, due to the nature,
causes, pattern, or pervasiveness, including the relative importance of the finding to the audit
organization's system of quality control taken as a whole, could create a situation in which the
audit organization would have less than a reasonable assurance of performing and/or
reporting in conformity with applicable professional standards in one or more important
aspects. PBGC-0IG has received a peer review rating of pass with deficiencies.? These
deficiencies are as follows:

1. Quality Control and Assurance Program

Each audit organization must document its quality control policies and procedures and
communicate those policies and procedures to its personnel. [§3.52] The policies and
procedures should collectively address (a) leadership responsibilities for quality in the audit
organization; (b) independence and legal and ethical requirements; (c) initiation, acceptance,
and continuance of audit and attestation engagements; (d) personnel and staff responsibilities

2Federal audit organizations can receive a rating of pass, pass with deficiencies, or fail.
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to ensure that audit staff has adequate skills, education, experience, and knowledge; and (e)
audit and attestation engagement performance, documentation and reporting; and (f)
monitoring of quality, which is a regular assessment of audit and attestation work to provide
management with reasonable assurance that the policies and procedures related to the
system of quality control are appropriately designed and operating effectively. [§3.53]

While the audit organization should analyze and report the results of its monitoring process
and identify any systemic issues that need repair and provide corrective actions, at least
annually, monitoring of audit quality is intended to be an ongoing, periodic assessment of audit
work completed. [§3.53-3.54] Additional guidance is provided in CIGIE Quality Standards for
Federal Offices of Inspector General, which sets forth the overall quality assurance framework
for managing, operating and conducting Office of Inspector (0IG) work. The CIGIE standards
state that “the same professional care should be taken with quality assurance reviews as with
other OIG efforts, including adequately planning the review, documenting the findings,
developing supportable recommendations, and soliciting comments from the supervisor of the
activity or unit reviewed.” Each organization, however, should prepare appropriate
documentation to demonstrate compliance with its policies and procedures for its system of
quality assurance. The CIGIE Appendix E Checklist for Review of Performance Audits
Performed by the Office of Inspector General, which contains a comprehensive list of questions
applicable to meeting the standards, was designed to assist OIG's in conducting a peer review,

but it is also a useful tool for OIG’s to use as an internal guide to assess compliance with
GAGAS.

We found that the PBGC-0IG’s Office of Audit established policies and procedures covering
audit planning, conducting, reporting, and quality control in its Audit Manual (AM). PBGC-0IG's
AM states that the cornerstone of its internal quality control system is the Audit Manual and
that the required elements for quality control assurance are contained throughout the chapters
of the AM.3  PBGC-OIG stated that the policies and procedures collectively constitute an
effective quality control system. The OIG activities include participation in the IG community,
such as CIGIE Audit Committee, Federal Audit Executive Council, and CIGIE IT Committee:
internal and external training; internal meetings to promote quality, such as weekly leadership
meetings, bi-weekly project briefings; and monthly OIG all hands meetings.

PBGC-OIG, however, does not distinguish between quality control activities, which encompass

ongoing monitoring activities, and quality assurance, which is an independent assessment of
the quality of audit work completed.

AM 20-20 states that “the AIGA will verify, on an ongoing basis, that appropriate standards and
policies pertaining to internal quality control assurance have been followed during audits.” As
verification that processes were followed, the AIGA is required to sign the completed internal
quality control assurance checklists. PBGC-0IG required completion of seven checklists for all

3AM 20-30 stated that the required elements for quality control assurance are in the following chapters: Chapter 3
“General Standards”; Chapter 4 “Staff Qualifications and Continued Professional Education”: Chapter 6 "Planning
for Audits, Reviews, Evaluations, and Attestation Engagements”; Chapter 7 “Supervising Audits”; Chapter 8 “Internal
Controls”; Chapter 9 “Assessing Data Reliability”; Chapter 10 “Compliance with Laws and Regulations”; Chapter 11
“Evidence”; Chapter 12 “Developing Elements of a Finding”; and Chapter 16 “Independent Referencing.”
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GAGAS audits, which are to be filed in the administrative folders for the following: (1) personal
impairment certification, (2) planning and supervision, internal control, audit program, work
paper audit documentation and audit reports; (3) auditor-in-charge certification, (4) audit
manager certification, (5) assistant inspector general for audit certification, (6) GAGAS
certification, and (7) a supervisory review sheet.# Audit management also requires periodic
meetings, as applicable, to discuss results of fieldwork and the proposed report message.
While PBGC-0IG stated that completing and signing the checklists is a small component of
PBGC-OIG’s quality control, the checklists do indicate whether work was conducted in
compliance with established policies and procedures, the audit meets established standards of
performance, including GAGAS. In our professional judgment, the checklists provide a minimal
level of confidence of compliance with GAGAS.

At a minimum, the audit organization should have appropriate documentation to demonstrate
compliance with its policies and procedures. Without such documentation, PBGC-OIG does not
have reasonable assurance that the policies and procedures related to its system of quality
control are appropriately designed, operating effectively, and complied with in practice. We
found that three of the required checklists are to be signed, respectfully, by the AIGA, Audit
Manager, and Auditor-in-Charge to ensure that “the audit program, work papers and draft/final
report, including results, conclusions, findings, and recommendations were prepared and
documented in accordance with GAGAS and PBGC-OIG's policies and procedures.” We found
that the certifications that audit work was completed were either unsigned or dated prior to
completion of audit work. For example, the Audit Manager for Audit 09-70 certified on October
28, 2009, that all work papers were reviewed, and signed prior to issuing the final report.
However, the certification did not provide assurance that work was done in accordance with
GAGAS and PBGC-0IG's policies and procedures since the fieldwork for this audit, which was
conducted between September 2009 and June 2010, had not been completed, and the report
was not issued until August 18, 2010. In addition, the AIGA Certification, which was undated,
indicated that it only covered the period, January to October 2009, prior to completing
fieldwork and issuance. For Audit 09-67, two of the certifications were signed by Audit
Manager and Audit Team Leader in June 2010, three months prior to report issuance. Thus,
the certifications did not provide an effective quality control to ensure the final report complied
with the AM and GAGAS. Moreover, the internal quality control review dated May 25, 2011,
included a review of audit 09-67, but the reviewers did not identify that checklists were not
complied with in practice. Thus, the certifications did not provide an effective quality control to
ensure the audit work and final report complied with the AM and GAGAS.

The most recent annual internal quality review, dated January 8, 2013, stated that the
reviewers “analyzed and summarized internal quality control assurance activities that were
completed from May 25, 2011 through November 2012” but the report does not state or
document what activities were completed or what monitoring activities were ongoing. PBGC-
0IG stated there is no requirement in GAGAS to specify the monitoring activities; however, we
believe that each audit organization is required to prepare appropriate documentation to
demonstrate compliance with its policies and procedures.

4The Supervisory Review Sheet (checklist 7) was not completed and signed as required by the AM for both audit
reports. However, PBGC OIG stated it no longer requires that checklist and supervisory review is documented in

TeamMate by coaching notes.



As noted in the most recent PBGC-0IG internal review, several previously identified issues
remain uncorrected. The annual internal review, dated January 8, 2013, noted the
continuation of issues indentified in prior years' reviews, including (1) lack of supervisory
review in a timely manner, (2) incomplete or inadequate referencing, and (3) lack of completed
personal impairment (independence) certifications in the file. The prior peer reviews also noted
that required independence checklists for audit staff and supervisors were not completed in
accordance with AM requirements.

Policies and Procedures

The audit organization is required to establish policies and procedures that are designed to
provide reasonable assurance that audit engagements are performed and reports are issued in
accordance with professional standards and legal and regulatory requirements. [§3.53(e)]
However, we recognize that the absence of a particular policy or policies does not, in and of
itself, constitute a reportable condition, but should be taken into consideration in concluding as
to the adequacy of the quality control system as a whole. In our judgment, a contributory factor
in concluding a deficiency in quality control is the absence of policies and procedures, as noted
below, to establish and implement a robust system of quality control and assurance.

PBGC-OIG AM communicates its policies, procedures, standards, and technical guidance to
plan and conduct audits (including reviews, evaluations, and attestation engagements). We
used the policies cited in CIGIE Appendix A, Policies and Procedures for evaluating the
adequacy of the AM. Based on our review of PBGC-0IG policies and procedures in the AM, we
identified the following standards that were not incorporated or fully addressed. In response,
PBGC-OIG stated that some of standards were incorporated in its draft 2012 Audit Ma nual, will
be clarified in the 2013 audit manual update, or do not need revision, as noted below:

e determining when an impairment to independence is identified after the audit
report is issued and it would be addressed §3.06 (revised in draft 2012 AM)

e including a statement that independence includes those who reviewed the report
§3.07 (no revision necessary)

* having policies and procedures for addressing non-audit services and ensuring non-
audit services do not impair independence §3.22 (revised in draft 2012 AM)

e documenting significant decisions affecting audit objectives, scope, and
methodology; findings and conclusions and recommendations §3.38 (to be
clarified in 2013 AM update)

¢ including a statement that scope defines the subject matter that the auditors will

assess and report on and should be directly tied to the audit objectives §7.09 (to
be clarified in 2013 AM update)

5System Review Report of the Pension Benefit Guaranty Corporation Office of Inspector General Audit Organization,
January 26, 2010, includes the statement that “we have issued a letter dated December 29, 2009 that sets forth
findings that were not considered to be of sufficient significance to affect our opinion expressed in this report,”
which refers to a Letter of Comment where independence checklists were not completed. In response to the peer
review, PBGC-OIG added a step in its audit program to require completion of personal independence certifications.
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e including a statement that methodology should describe the nature and extent of
audit procedures for gathering and analyzing evidence to address the audit
objectives §7.10 (to be clarified in 2013 AM)

e determining audit risk by considering the risks due to legal and regulatory
requirements, to include fraud and abuse, significant within the context of the audit
objectives §7.28-7.30 (no revision necessary)

e evaluating whether the audited entity has taken appropriate action to address
findings and recommendations §7.36 (no revision necessary)

e documenting the results to date for engagements that are terminated prior to
completion §7.49 (no revision necessary)

e developing recommendations for corrective action, if the auditors are able to
sufficiently develop the elements of a finding §7.72 (no revision necessary)

e communicating audit objectives in the audit report in a clear, specific, neutral, and
unbiased manner that includes relevant assumptions §8.10 (to be clarified in
2013 AM update)

e reporting clearly developed findings to assist understanding the need for corrective
action §8.14 (no revision necessary)

e reporting findings directly to parties outside an audited entity §8.24 (to be clarified
in 2013 AM update)

e reporting confidential and sensitive information §8.38 (to be clarified in 2013 AM
update)

e ensuring that the audit report contains conclusions, as applicable, based on
objectives and findings §8.27 (no revision necessary)

Overall, our review of the design of PBGC-OIG’s quality control and assurance program found
that it was not fully effective in assessing compliance with applicable professional standards,
including PBGC-0IG policies and procedures and GAGAS, and in implementing corrective
actions to address systemic issues previously identified.

Recommendation 1:

The AIGA should amend the Audit Manual to ensure that the quality control and assurance
program is clear by describing the ongoing monitoring procedures performed related to quality
control, including which activities comprise quality control and quality assurance, and
incorporate quality control activities in AM Checklist 2, which is intended to document planning
and supervision, internal control, audit program, work paper audit documentation and audit

reports.

Views of Responsible Official:

To ensure that its audit manual is as useful and complete as possible, PBGC-0IG decided to
conduct a top-to-bottom review that will include any necessary revisions for clarity,
completeness or compliance with standards. As part of that review, they will assess whether
any additional material is needed to supplement Chapter 20, Quality Control and Assurance
Program and make any needed changes. The assessment will include a review of Checklist 2
to ensure that it includes all appropriate quality control activities. It should be noted that the
current checklist already includes a number of quality control activities including questions
about audit documentation, supervision, collective competency of the audit staff,
independence certifications, audit programs, documentation of supervisory review, and
independent referencing. It is unclear to us what additional checklist items the SIGAR
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reviewers would expect to see in response to the recommendation. [SIGAR Note: CIGIE
Appendix E Checklist for Review of Performance Audits Performed by the Office of Inspector
General contains a comprehensive list of questions applicable to meeting the standards, was
designed to assist OIG’s in conducting a peer review, and can be used as an internal guide to
assess compliance with GAGAS.]

Recommendation 2:
The AIGA should follow-up periodically through internal monitoring reviews to ensure that
systemic issues are identified and corrected in a timely manner.

Views of Responsible Official:

PBGC-0IG agreed and stated it will continue its ongoing practice of periodic internal monitoring
reviews. Additional focus will be placed on the correction of identified issues.

Recommendation 3:
The AIGA should consider using the CIGIE Checklist for Review of Performance Audits
Performed by the OIG (Appendix E) as a guide for conducting its annual quality reviews.

Views of Responsible Official:

PBGC-0IG agreed with the general concept and will use Appendix E on a pilot basis to review
selected reports as part of our next internal monitoring review. If they find that the Appendix
provides useful guidance, they will incorporate its use into its official policy.

Recommendation 4:

The AIGA should enforce the requirement to complete all of the checklists in accordance with
the AM and hold audit managers accountable for timely review and their completion.

Views of Responsible Official:

PBGC-OIG agreed and will include an assessment of compliance with this requirement as part
of its next internal monitoring review.

Recommendation 5:

The AIGA should amend the AM to include the standards we identified that would help ensure
that audit reports are conducted and reported consistent with GAGAS.

Views of Responsible Official:

PBGC-0IG will include additional guidance in its audit manual for 6 of the 15 issues, as noted
in our response to the report.

Recommendation 6:

The AIGA should require all audit management and staff obtain training in GAGAS reporting
standards, audit documentation requirements, and writing reports that are clear, convincing,
and complete.

Views of Responsible Official:

PBGC-OIG stated it anticipates providing substantial training in the coming year, including some
training in GAGAS. We have completed a series of in-depth training sessions addressing each
chapter of our PBGC-0IG audit manual. They believe this training will be helpful in reinforcing
the need for strict compliance with provisions of its audit manual.




2. Reporting Audit Results

Auditors must issue audit reports communicating the results of each completed performance
audit. [§8.03] To communicate results, the OIG should require that the report contain (1)
objectives, scope and methodology, (2) audit results, including findings, conclusions, and
recommendations, as applicable, (3) statement about the auditors’ compliance with GAGAS,
(4) a summary of the view of responsible officials, and (5) if applicable, the nature of any
confidential or sensitive information. GAGAS provides the framework for conducting high quality
work; the reporting standards are integral to presenting sufficient, appropriate evidence to
support the findings and conclusions. To assist auditors in implementing the reporting
standards, GAGAS also includes supplemental guidance on “report quality elements” for
developing and writing quality audit reports.6 PBGC-OIG AM 6-60 states that general reporting
requirements include compliance with GAGAS, and audit results should include fully developed
findings (criteria, condition, cause and effect) and recommendations. When auditors meet
these requirements, readers of PBGC-OIG's audit reports will be presented with a clear and
concise summarization of the audit process, findings, conclusions, and recommendations.

Based on our review of two audit reports, we found inconsistencies with GAGAS and AM with
regard to reporting the objectives, scope, methodology, internal control, data reliability, and
findings and recommendations. PBGC-OIG stated that GAGAS does not prescribe the form and
content of audit reports, and their audit reports, as written, represented the best approach to
communicating the issues. In addition, the audit report 09-67 did not disclose that some
sensitive information was excluded or that it was reported separately.

Objectives

Auditors should communicate audit objectives in the audit report in a clear, specific, neutral,
and unbiased manner that includes relevant assumptions. [§8.10] AM 18-90 states that
reports must be written in a clear, concise, and convincing manner, but the AM does not
provide guidance on writing objectives in a clear, specific, neutral and unbiased manner. The
objectives in both reports lacked clarity and consistency, and did not effectively establish the
context for the overall message to help the reader understand the findings. For example, for
audit report (09-67), the reported objective was

“to evaluate concerns raised by the whistleblower dealing with protection of Pl in
ACT, including determining whether PBGC had taken steps to ensure that ACT
met FISMA requirements and best practices. Specific objectives included: (1)
assessing PBGC's management of the data transition from Ariel to ACT; and (2)
determining whether the Chief Technology Officer had issued a waiver to delay
compliance with FISMA for the ACT system.”

However, the objectives were not fully addressed in the audit report. The report did not include
an assessment of PBGC's management of the data transition from Ariel to Act. The agency
comment section of the report is the only place in the report that describes PBGC
management'’s decision-making process regarding data transition. In response to this finding,
PBGC-0IG stated that that information was better presented by PBGC management and it was

6See §A8.02 for quality elements: timely, complete, accurate, objective, convincing, clear, and concise.
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appropriate to do so. As a result, the audit report excluded independent analysis that should
have been conducted by PBGC-0IG to address the objective. Best practices were also not
addressed in the report, although included as part of the objective.

The standard for performance audits is to report the objectives as a clear, specific, neutral, and
unbiased statement. In audit 09-67, “to delay compliance” in objective (2) implies criticism
and is not a neutral objective. In audit 09-70, the introduction section of the report stated the
audit was initiated to “determine the extent of the issue and to document our findings and
recommendations” which could be perceived as a pre-determined conclusion and lead users to
question the auditors’ objectivity.

Recommendation 7:
The AIGA should reiterate to audit staff and provide additional guidance in the AM so that it is

clear that GAGAS requires the objectives in the audit report to be clear, specific, neutral, and
unbiased.

Views of Responsible Official:

As part of the top-to-bottom review of its audit manual, described in the response to
Recommendation No. 1, PBGC-OIG stated it will provide additional guidance regarding the
presentation of audit objectives.

Scope

Auditors should describe the scope of work performed and any limitations, including issues
that would be relevant to likely users, so that they could reasonably interpret the findings,
conclusions, and recommendations in the report without being misled. Auditors should also
report any significant constraints imposed on the audit approach by information limitations or
scope impairments, including denials of access to certain records or individuals. In describing
the work conducted to address the audit objectives and support the reported findings and
conclusions, auditors should, as applicable, explain the relationship between the population
and the items tested; identify organizations, geographic locations, and the period covered;
report the kinds and sources of evidence; and explain any significant limitations or
uncertainties. [§8.11-8.12]

The scope section in both audit reports did not provide enough information about the work
conducted to understand how the objectives were addressed. For audit report (09-67) the
scope stated we

“conducted interviews of management and staff; reviewed prior years’ audit
reports; reviewed laws and regulations; reviewed PBGC policy and
procedures.”

The scope was vague and did not specify the period of review, such as the period covered by
the prior audit reports, or the offices/units represented by management and staff; and did not
cite the specific laws and regulations reviewed. The audit report discussed the results of tests
conducted by the auditors, but the scope did not describe the number of items tested. The
audit report (09-70) stated documents were reviewed but did not specify the period of review,
the offices held by PBGC management and staff or the officials interviewed, or the work
conducted with other organizations. Although PBGC-OIG stated that no work was conducted at
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other organizations, the audit report cited guidance from the Office of Management and Budget
(OMB). PBGC-0IG stated that there was no need to provide more specificity and sufficient
information was provided for internal users to understand the scope, and it is not necessary to
include the entire scope in the scope section of the report.

Recommendation 8:

The AIGA should reiterate to audit staff and provide additional guidance in the AM so that it is
clear that GAGAS requires the scope in the audit report, at a minimum, to state the period of
time covered and to describe the work conducted to address the audit objectives and support

the reported findings and conclusions.

Views of Responsible Official:

As part of the top-to-bottom review of its audit manual, described in the response to
Recommendation No. 1, PBGC-0OIG stated it will provide additional guidance regarding the
presentation of audit scope, if needed.

Methodology

In reporting audit methodology, auditors should explain how the completed audit work supports
the audit objectives, including the evidence gathering and analysis techniques, in sufficient
detail to allow knowledgeable users of their reports to understand how the auditors addressed
the audit objectives. [§8.13] The purpose for such information is also to allow users of the
report to understand how the auditors addressed the objectives. The AM provides limited
guidance to auditors to explain in the audit report how the completed audit work supports the

audit objectives.

The methodology was not adequately described in either audit report. The scope and
methodology sections of both audit reports did not explain how the completed work supported
the objectives. In addition, the audit (09-67) indicated that work was conducted to test a
system's access controls, but the report does not describe the procedures performed or the
technique applied to reach the conclusion and support a recommendation. PBGC-OIG stated
that providing more specificity in the methodology related to access controls was not reported
due to concerns about disclosing sensitive information and concerns about a potential FOIA

request.

Recommendation 9:

The AIGA should reiterate to audit staff and provide additional guidance in the AM so that it is
clear that GAGAS requires the methodology in the audit report, at a minimum, to explain how
the completed work supported the objectives and describe procedures performed and tests
conducted to reach conclusions and support recommendations.

Views of Responsible Official:
As part of the top-to-bottom review of its audit manual, described in the response to
Recommendation No. 1, PBGC-OIG stated it will provide additional guidance regarding the

presentation of audit methodology, if needed.
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Internal control and data reliability

Internal control includes the processes for planning, organizing, directing, and controlling
program operations. Auditors should report deficiencies in internal control that are significant
to the objectives. Specifically, auditors should include in the audit report (1) the scope of their
work on internal control, and (2) any deficiencies in internal control that are significant within
the audit objectives and based upon the audit work performed. In a performance audit,
auditors may conclude that identified deficiencies in internal control that are significant within
the context of the audit objectives are the cause of deficient performance of the program or
operations being audited. [§7.15(c); §8.19-8.20] Auditors should also assess the sufficiency
and appropriateness of computer-processed information regardless of whether this information
is provided to auditors or auditors independently extract it. [§7.65] AM 8-60 requires that the
scope section of the audit program and report contain details specifying the extent of internal
control tests performed. AM 9-20 states that if auditors do not assess data reliability, the data
source should be disclosed in the scope section of the report.

In both audit reports, the audit report did not address internal controls. For both audits,
internal controls were deficiencies that were significant to the findings. The scope section in
one audit (09-70), lacked a statement, such as “to assess internal control, we reviewed the
process for authorizing systems’ operations.” Such a statement would inform the reader of the
scope and provide context for the finding and recommendation in the report, which related to
improving internal control (i.e. designating an individual to provide oversight over the process).
Our review of the two audit reports found that assessment of internal control and computer-
processed information was inconsistent with GAGAS and AM. In response to this finding,

PBGC-OIG stated that the entire report addressed internal controls, and it was not necessary to
include a statement about internal controls.

Recommendation 10:

The AIGA should reiterate to audit staff and provide additional guidance in the AM so that it is
clear that GAGAS requires that audit reports include a description of the scope of work on
internal control, any deficiencies on internal control related to the audit objectives, and the
extent that computer-processed data was used and reliability assessed.

Views of Responsible Official:
As part of the top-to-bottom review of its audit manual, described in the response to

Recommendation No. 1, PBGC-OIG stated it will provide additional guidance regarding the
presentation of internal control, if needed.

Findings and Recommendations

AM 12-20 states that OIG audit staff are responsible for ensuring that a finding or set of
findings is complete to the extent that the audit objectives are satisfied; and the audit report
should clearly relate the elements of the finding to the audit objective. AM 6-60 states that
audit results should include fully developed findings. AM18-80 states that recommendations
present the audit team’s recommendations based on the findings and conclusions. According
to GAGAS, a fully developed finding includes criteria, condition, cause and effect unless certain
finding elements are determined not to be necessary. [§7.72-7.73] Our review found that all
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finding elements were not developed for each finding, and there was no documentation
indicating that all finding elements should not be developed.

Each of the seven findings we identified had a related recommendation; recommendations
require a fully developed finding to be accurate, objective, complete, convincing, and clear.
While some findings may be related to one or more recommendations, each recommendation
should be linked to a specific finding in the report, in accordance with AM and GAGAS. We
found that

e Criteria was absent for four of seven findings.

e Cause was not identified, unknown, or partially explained for five of the seven findings.

e Two recommendations did not flow logically from the findings and conclusions.
Specifically, the recommendations to request a waiver from OMB and ensure one
individual takes ownership for oversight did not specifically address the findings.

Of particular concern was a recommendation that did not logically flow from the findings. In
Audit 09-70, a recommendation to “request a waiver from OMB to allow for continued
operations of information technology systems despite the presence of un-remediated
vulnerabilities and the absence of an effective certification and accreditation process” was not
fully supported. In addition, the audit report stated that OMB does not recognize an interim
authorization to operate, and requesting a waiver would be counter to FISMA's goals. In effect,
the OIG recommendation of a waiver could be perceived as endorsing a delay in compliance or
non-compliance.”

Qur review of the two audit reports found that all required elements of a finding were not
adequately developed to support the findings, conclusions, and recommendations, and were
not consistent with GAGAS.

Recommendation 11:

The AIGA should reiterate to audit staff and provide additional guidance in the AM to ensure
that all required elements of a finding are developed, unless it is determined and documented
that all finding elements are not necessary for the objectives; and that recommendations flow
logically from the findings and conclusions in accordance with GAGAS and AM.

Views of Responsible Official:

As part of the top-to-bottom review of its audit manual, described in the response to
Recommendation No. 1, PBGC-OIG stated it will provide additional guidance regarding the
presentation of findings and recommendations, if needed.

3. Audit Planning

Audit planning is critical to the audit process. Auditors must adequately plan and document
the planning of the work necessary to address the audit objectives. [§7.06] Auditors must plan
the audit to reduce audit risk to an appropriate level for the auditors to provide reasonable
assurance that the evidence is sufficient and appropriate to support the auditors’ findings and

7Audit (09-67) was initiated based on a whistleblower complaint alleging that PBGC Chief Technology Officer had
issued a waiver permitting PBGC to delay compliance with FISMA requirements.
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conclusions.[§7.07] AM 6-40 states that auditors will use a standardized format for all audits,
titled “Standardized Audit Program.” AM 6-60 states that an audit program is prepared for all
audits. All audit programs will be approved by the audit manager and the AIGA. In developing
the audit plan, auditors must assess audit risk by gaining an understanding of internal controls,
information system controls, legal and regulatory requirements, contract provisions or grant
agreements, and fraud within the context of the audit objectives. [§7.11] AM 6-70 and AM 6-
90 requires meetings to decide whether to continue with the work following the survey phase
(go/no go decision), unless the AIGA, DIG, IG or internal stakeholders direct otherwise.
Message conferences are held to focus the report message.

Our review of the two audit reports found the PBGC-0IG’s audit planning was not fully
consistent with GAGAS and AM requirements, and we noted that the following planning
elements were not fully addressed in the audit documentation:

* insufficient documentation that, during planning, the team assessed audit risk related
to internal controls, information systems controls, legal and regulatory requirements,
contract provisions or grant agreements, potential fraud or abuse that are significant
within the context of the audit objectives; avoided interference with ongoing
investigations or legal proceedings; and assessed the sufficiency and appropriateness
of computer-processed information;

e no documentation that the team discussed fraud risks among the team. According to
GAGAS, “Audit team members should discuss among the team fraud risks, including
factors such as individuals’ incentives or pressures to commit fraud, the opportunity for
fraud to occur, and rationalizations or attitudes that could allow individuals to commit
fraud”; [§7.30]

* no documentation that audit plans were revised to document significant changes in
audit objectives and/or scope of work. §7.07]

In addition, the PBGC-OIG form to document the Go/No-Go Decision Memorandum was not
completed to indicate that a decision memorandum would not be required; and a message
conference meeting was either not held or not documented for one audit.?

PBGC-OIG stated that the audit program is the product of audit planning and that the objectives
did not change throughout the audit. However, for both audits, the objectives, as reported, did
not match the initial objectives as stated in the Audit Program. For example, for Audit 09-67,
the Audit Program “audit steps” stated two (2) audit objectives, to:

1) assess PBGC’s management of the data transition from Ariel to Act,
and

(2) determine if the CTO issued a waiver to delay compliance with FISMA
for the ACT system.

5The optional Finding Synopsis Sheet was not used to assist auditors to develop, review, and communication of

potential findings. The sheet, although optional, would be helpful to auditors in developing the audit finding
attributes.
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However, the objectives in the audit report were evidently expanded as follows, to:

(1) evaluate concerns of whistleblower dealing with protection of Pll in the
Act, including

(a) where PBGC had taken steps to ensure that ACT met
FISMA requirements and best practices;

(b) assessing PBGC's management of the data transition from Ariel
to ACT, and

(c) determining whether the CTO had issued a waiver to delay
compliance with FISMA for the ACT system.

Moreover, the audit program did not include audit steps to conduct all of the work to address
the objectives, such as best practices; and other audit steps were either not completed or not
documented, such as “obtain and evaluate the ACT cost benefit analysis,” “assess the
methodology behind the transition from Ariel to ACT,” and “interview key personnel in the
Bureau of Public Debt to gain an understanding of how data is being transferred from Ariel to
Act.”

For Audit 09-70, the audit reported two objectives but only one objective was stated in the
Audit Program. The Audit Program “audit steps” stated the one objective was “to determine if
PBGC network is operating in compliance with FISMA by having current authorizations to
operate for all general support system and major applications.” However, the audit report
stated two objectives: (1) determine whether each of the PBGC general support systems and
major applications had a current ATO; and (2) determine whether the Corporation had
remediated identified vulnerabilities in a timely manner. PBGC-OIG stated they relied on
documents provided by an independent public accounting firm to address the second
objective, although that report was not cited in the audit report or disclosed in the scope.

Recommendation 12:

The AIGA should reiterate to audit staff and provide additional guidance in the AM to ensure
that all required audit planning is conducted, including documenting Go/No-Go Decisions and
Message Conferences, and hold audit managers accountable for compliance to ensure staff (1)
obtain approval for audit plans, (2) revise audit plans to document significant changes in audit
objectives and/or scope of work to ensure that detailed steps are developed to obtain
sufficient and appropriate evidence to support conclusions; (3) ensure that all four audit risk
planning elements are addressed and appropriate audit steps are developed; and (4) conduct
and document the required audit team discussion on fraud.

Views of Responsible Official:

As part of the top-to-bottom review of our audit manual, described in the response to
Recommendation No. 1, PBGC-0IG stated it will provide additional guidance regarding audit
planning as needed. During recent training, PBGC-OIG reiterated the importance of
documenting the Go/No-Go decision document, Message conferences, and audit team
discussion of fraud and will include review of these issues in its upcoming internal review.
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In addition to reviewing its system of quality control to ensure adherence with GAGAS, we
reviewed the monitoring by PBGC-OIG of contracted audit work conducted by an IPA. The IG Act
requires that non-federal auditors’ work complies with GAGAS; however, OIG monitoring of IPAs
is not an audit and does not need to comply with GAGAS. The level of monitoring conducted,
according to CIGIE guidance, depends on the degree of responsibility accepted by the OIG for
the IPA work. PBGC-OIG has selected a low degree of responsibility, which means that the IPA
is responsible for the work and the conclusions expressed in the IPA report. That is, PBGC-OIG
does not express opinions on its financial statements or internal control, or conclusions on
compliance with laws and regulations. Based on the degree of responsibility and our review of
PBGC-OIG's monitoring, we concluded that PBGC-OIG carried out its strategy and plan to monitor
IPA work in a reasonable manner. ¢

Enclosure 2 includes PBGC-0IG’s full response to the System Review Report and the
recommendations. We have annotated the written comments with more detailed responses that
are provided in Enclosure 3.

As is customary, we have issued a Letter of Comment dated May 15, 2013, which sets forth
findings that were not considered to be of sufficient significance to affect our opinion
expressed in this report.

_.{Ohn g
cial Inspector Gene

or Afghanistan Reconstruction

Enclosures

*We used CIGIE Appendix F Checklist for Monitoring of Audit Work Performed by an Independent Public Accounting
(IPA) Firm as a guide to review the monitoring by PBGC-0IG OIG of contracted audit work conducted by an IPA.
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Enclosure 1 Enclosure 1

SCOPE AND METHODOLOGY

We tested compliance with PBGC-0IG’s audit organization’s system of quality control to the
extent we considered appropriate. These tests included a review of two (2) audit reports
issued during the period October 1, 2009 to September 30, 2012. We also reviewed the
internal quality control reviews conducted by PBGC-OIG.

In addition, we reviewed the PBGC-0IG’s monitoring of engagements performed by IPAs where
the IPA served as the principal auditor during the period 2010 through 2012. During the
period, PBGC-0IG contracted for the audit of its agency’s Fiscal Year 2010 and 2011 financial
statements. PBGC-0IG also contracted for certain other engagements that were to be
performed in accordance with Government Auditing Standards.

The CIGIE Guide for Conducting External Peer Reviews of the Audit Organizations of Federal
Offices of Inspector General, dated March 2009, was used in the conduct of our review. We
performed our review work from November 2011 to March 2012 in PGBC's office in
Washington, D.C.

Reviewed PBGC-OIG Audit Reports

Authorization to Operate PBGC Information Systems, August 18, 2010
(AUD-2010-08/1T-09-70)

PBGC Needs to Improve Controls to Better Protect Participant Personally Identifiable
Information (Pll), September 16, 2010 (AUD-2010-09/1T-09-67)

Reviewed Monitoring Files of PBGC-0OIG for Contracted Engagements

Audit of the PBGC Fiscal Year 2011 and 2010 Financial Statement, November 14, 2011 (AUD-
2012-1/FA-11-82-1)

Audit of PBGC Fiscal Year 2011 and 2010 Special Purpose Financial Statements, November
14, 2011 (AUD-2012-4/FA-11-82-4)

Evaluation of Fiscal Year 2011 Vulnerability Assessment and Penetration Testing Report,
March 19, 2012 (EVAL-2012-7/FA-11-82-5)

Fiscal Year 2011 Financial Statements Audit Management Letter, March 29, 2012 (AUD
2012-6/FA-11-82-6)

Fiscal Year 2011 Federal Information Security Management Act (FISMA) Independent
Evaluation Report, May 11, 2012 (EVAL-2012-9/FA-11-82-7)
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Enclosure 2 PBGC-0IG Response to Draft System Review Report Enclosure 2

May 2, 2013

TO: John F. Sopko
Special Inspector General
for Afghanistan Reconstruction

FROM: Rebecca Anne Batts / S /
Inspector General
Pension Benefit Guaranty Corporation

SUBJECT: Response to Draft System Review Report

Thank you for the opportunity to comment on the draft System Review Report dated
April 1,2013. 1 want to express my appreciation for the efforts of your staff in
conducting this peer review. Assignments of this type are rarely easy and each of
your reviewers should be commended for willingness to perform this project on
behalf of the Inspector General community.

We were pleased that your review did not identify any errors of reported fact in the
audit reports you reviewed. For some parts of the system review report, we agree with
your comments and. in those cases, we will work toward correcting the problems your
staff identified. We agree that we did not fully document certain planning decisions,
to include required fraud discussions between audit team members, one Go/No-Go
decision and a Message Conference, including a decision to amend an audit objective.
We also acknowledge that we failed to update certain quality control checklists that

were signed prior to issuance of the report and not updated as of the date of report
issuance.

The Council of Inspectors General on Integrity and Efficiency (CIGIE) issued
guidance for the conduct of peer reviews that addresses the situation where an O1G
establishes requirements in excess of what is mandated by Government Auditing
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Standards. According to CIGIE guidance “If, for example, the reviewed organization’s
policies and procedures encompass more extensive requirements than those prescribed
by GAGAS, a lack of compliance with the organization’s policies and procedures
would not constitute a deficiency or significant deficiency for purposes of this review.’
PBGC OIG’s Quality Control checklists, Go/No-Go decision documents, and Message
conference documents are examples of practices that are required by PBGC OIG
policy, but not specifically mandated by auditing standards. Thus, except for the lack
of documentation of the required fraud discussions, the issues identified by your staff
should not have been considered deficiencies for purposes of this peer review.

?

In a few instances, our disagreements stem from a real difference of opinion as to what is
required by Government Auditing Standards. For example, the two FY 2010 reports See Comment 3
reviewed by your staff were both information technology related audits with a narrowly-
defined scope. Based on discussions with your staff, [ understand that the reviewers
would have wished to see significantly more detail than we included in these relatively
brief reports. However, GAGAS allow a range of different reporting styles; the standards
in place at the time our reports were issued explained that “Auditors should use a form of
the audit report that is appropriate for its intended use and is in writing or in some other
retrievable form. ... Different forms of audit reports include written reports, letters,
briefing slides, or other presentation materials.” We believe that the report form we
chose is fully compliant with GAGAS, even though other auditors might choose to
present the material in a different fashion.

Another area of general disagreement relates to the placement of information in audit ~ See Comment 4
reports. GAGAS does not require that the details of scope and methodology be fully
presented in a separate section of the report titled “Scope and Methodology.” Required
information can be included in the audit report in whatever way the auditors believe the
information can be best understood. If information about how the audit was performed
(i.e., methodology) can be best understood as part of the finding, audit standards allow its
placement in the audit finding and do not require that it also be presented in a specifically
labeled section of the report. However, the peer review team took a narrow view,
unsupported by GAGAS, in that they disregarded any scope or methodology information
included in other sections of the reports. Readers of the peer review who see a statement
like “the scope and methodology sections of both reports did not explain how the
completed work supported the objective” should be aware that this does not mean that the
audit report did not include the required information. It only means that the information
was not included in specifically labeled section called Scope and Methodology.

The most troubling observation of the peer review team relates to an audit See Comment 5
recommendation that they believe does not flow logically from the audit finding. In one

of our audits, we found that PBGC did not have proper authorizations to operate many

critical information technology systems. However, PBGC is dependent on its

information technology systems for paying the pension benefits of more than 800,000

retirees. We explained in our report that PBCG was in a difficult position with respect to

authorizations to operate. In theory, an agency should not operate an information2
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technology system unless it has been properly certified and accredited. We concluded
that suspending the use of the noncompliance IT systems was not a practicable alternative
at this time and recommended that PBGC seek a waiver from OMB, based on PBGC’s
ongoing efforts to improve information security.

The peer reviewers felt strongly that our recommendation did not flow logically from our
finding and warned that our recommendation that PBGC seek a waiver “could be
perceived as endorsing a delay in compliance or non-compliance.” The senior leader of S€€ Comment 6
the team asserted that we should have recommended that PBGC cease the use of its
information technology systems because that was the recommendation that “logically
flowed” from our finding. We do not believe that GAGAS requires any auditor to make
unworkable or unwise recommendations. In fact, GAGAS describes effective
recommendations as those that “encourage improvements in the conduct of government
programs and operations.” We believe that it was fully appropriate for us to consider the
impact on participants as part of our thinking about what to recommend in this difficult
situation. Further, we do not believe it is likely that any reasonable observer would
conclude that my office is endorsing non-compliance for PBGC’s information technology
systems. The attachment to this letter provides a listing of the work that my office has
done to address information technology issues at PBGC. Since the beginning of FY
2009, this small office has been responsible for 14 assessments of information technology
with more than 87 recommendations for improvement. To be clear, neither my audit staff
nor [ endorse noncompliance with information technology standards. Our
recommendations -- including the one with which the peer review team disagrees -- are
fully compliant with GAGAS, practical, and prudent.

Many of the comments in our response relate to errors of fact or interpretation that have

already been called to the attention of the peer review team. We have provided extensive

documentation to support our position. Despite multiple meetings to discuss the review  See Comment 7
findings, the peer reviewers generally have not discussed the details of their observations

or the reasons they reached their conclusions with my audit staff. Therefore, there are

several places in our response where we are simply unable to discern the intention or

concern behind some of the peer review comments.

Because my office is in general disagreement with the majority of the observations made

in your report as noted in the following pages, I have requested that another Office of ~ S¢€ Comment 8
Inspector General conduct a peer review of PBGC OIG audit operations a year from now.

Since I greatly value the peer review process, | am unwilling to wait for the normal three-

year cycle before my office has another opportunity to demonstrate our compliance with

auditing standards. Our prior peer reviews have always been unqualified, with no
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reportable deficiencies and I am confident that the peer review to be conducted a year
from now will also demonstrate my office’s full commitment to compliance with audit
standards.

Specific comments on the draft System Review Report follow:

1. Quality Control and Assurance Program

Regarding the Pension Benefit Guaranty Corporation (PBGC) Office of Inspector See Comment 9
General (OIG) quality control and assurance program, your team identified four
checklists (two for each audit reviewed) in which my office did not correctly update the
document to cover the full period of the audit. That is, for the two audits you reviewed,
certain quality control forms were signed prior to issuance of the report and were not
updated to reflect the time period between signature of the forms and report issuance.
We agree that the forms should have been dated as of report issuance but do not agree
that the gap in dates constitutes noncompliance with an audit standard. As noted in the
guidance for conducting peer reviews developed by the Council of Inspectors General on
Integrity and Efficiency (CIGIE) “If, for example, the reviewed organization’s policies
and procedures encompass more extensive requirements than those prescribed by
GAGAS, a lack of compliance with the audit organization’s policies and procedures
would not constitute a deficiency or significant deficiency for the purposes of this
review.” We believe that updating a quality control checklist constitutes “more
extensive requirements than those prescribed by GAGAS,” given that government
auditing standards do not require the use of checklists. Therefore we do not agree that
the minor discrepancies in checklist dates constitute a deficiency in accordance with the
applicable CIGIE guidance.

With regard to audit 09-67 (the ACT audit), the SIGAR peer review report incorrectly See Comment 10
states that the May 25, 2011 internal quality control review performed by my office ...

did not identify that checklists were not complied with in practice.” We note that page 5

of our May 25, 2011 review specifically notes the need to “Utilize the function within

TeamMate to assist in ensuring the accurate and timely [completion] of all audit

checklists.” That is, the PBGC OIG internal quality control reviewers had already

identified and reported on the three-month gap between checklist dates and issuance of

the final report. In the two years since we identified the issue, corrective actions have

been taken, to include additional training on the importance of strict audit discipline with

respect to established audit practices and controls.
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With regard to the January 8, 2013 internal quality control review conducted by my
office, the SIGAR peer reviewers state that the report “does not state or document what
activities were completed or what monitoring activities were ongoing.” This is incorrect.
Our report notes “We focused on three areas — supervisory review, independent
referencing, and personal impairment certifications for our review of controls.” With
regard to supervisory review and personal impairment certifications, we assessed one
completed engagement and two engagements that were in process, a fact clearly reflected
in the report. With regard to independent referencing, we assessed two completed
engagements and one engagement in process, also clearly reflected in the report. The
status of corrective actions in response to prior quality control reviews was detailed in a
table, with clear notations of whether actions had been completed and their effectiveness.
The SIGAR peer review report correctly notes our position that the standards do not
impose a requirement that our internal quality review reports specifically identify the
monitoring activities covered by the report.

See Comment 11

The SIGAR peer reviewers are correct that certain areas of noncompliance with PBGC  See Comment 11
OIG’s procedures have been reported in our internal quality control review reports.

While it is unfortunate that our audit staff ever falls short of perfection in preparing and

documenting our work, we believe that the identification of noncompliance in our own

work shows the rigor of our internal quality procedures and should not be considered as a

deficiency or lack of compliance with audit standards. Each of the issues identified

related to “more extensive requirements than those prescribed by GAGAS” and thus

should not have been considered deficiencies as defined in the CIGIE guidance for peer
reviews.

SIGAR reviewers state that the prior peer review noted that certain independence
checklists were not completed in accordance with our own requirements and incorrectly
footnotes the System Review Report conducted by the Federal Communications
Commission (FCC) OIG in 2010. The peer reviewers are incorrect, as the FCC OIG did
not consider the noncompliance to be a deficiency and did not report it in the document
as footnoted. Instead, the noncompliance was reported in the Letter of Comments, as an
item for our consideration, noting that, for one audit, some checklists had not been signed
by a supervisor. With regard to the omitted countersignatures, FCC OIG further
concluded “Based on other measures to protect independence contained in the PBGC
OIG’s policies and procedures and discussions with management and staff, we concluded
that no actual impairments existed.”

See Comment 12

SIGAR reviewers assert that fifteen elements of Government Auditing standards were S€€ Comment 9
“not incorporated or fully addressed” in the PBGC OIG audit manual. In some instances,
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we agree that our audit manual could be improved with the addition of more detailed
guidance and we have committed to making those enhancements. To address six of the
fifteen standards cited by the peer reviewers, we agree to provide more specific
instructions with regard to better documenting certain decisions relating to various report
elements. Nevertheless, we believe that the guidance currently in place is adequate as is;
specific references to Government Auditing Standards are understandable by professional
staff conducting PBGC OIG audits. We also note the CIGIE peer review guidance that
states “the absence of a particular policy or policies does not, in and of itself, constitute a
reportable condition.”

In some instances, the SIGAR peer reviewers apparently overlooked relevant guidance
from the PBGC OIG audit manual. For example, the reviewers incorrectly reported a
lack of guidance for documenting the results to date for engagements that are terminated
prior to completion. However, the 2007 edition of the PBGC OIG audit manual, Chapter
18-50, clearly addresses the issue and states “When the decision is made to cease an audit
before all the fieldwork is completed, OIG will issue a written notification to the auditee.
The memorandum will summarize the results of the work already completed and explain
why the engagement was deferred or terminated.” Similar provisions are included in the
2012 PBGC OIG audit manual; it is unclear why the peer reviewers took exception to this
guidance.

See Comment 13

Other instances where both the 2007 and 2012 versions of the PBGC OIG audit manual

provide clear direction that was not acknowledged by the SIGAR reviewers relate to See Comment 14
determining audit risk (described in Chapter 6-50 and Chapter 19-10), developing

recommendations for corrective action (described in Chapter 18-80), and reporting

conclusions (Chapter 18-30, 18-60 and 18-80.)

It appears to us that the reviewers conducted their review based only on the 2007 version
of the PBGC OIG audit manual and did not consider the changes and improvements
made in the 2012 version of the audit manual that we provided for their review. For
example, the first bullet in the list addresses the issue of “determining when an
impairment to independence is identified after the audit report is issued and it would be
addressed (sic).” We recognized the need to strengthen our policy with regard to the
cited issue prior to the initiation of the peer review and added a provision at Chapter 3-

100, stating:

See Comment 15

If a threat to independence is initially identified after the report has been issued,
OIG will evaluate the threat’s impact on the audit and on GAGAS compliance. If
OIG determines that had it been aware of the newly identified threat and its
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impact on the audit and resulting difference in the report, OIG will communicate
in the same manner as it used to originally distribute the report to those charged
with governance, the appropriate officials of the audited entity, the appropriate
officials of the organizations requiring or arranging for the audits, and other
known users, so that they do not continue to rely on findings or conclusions that
were impacted by the threat to independence. The report will be removed from
the OIG website and a notification that the report was removed will be posted.
OIG will then determine whether to conduct additional audit work necessary to
reissue the report, including any revised findings or conclusions or repost the
original audit report if the additional audit work does not result in a change in
findings and conclusions.

We believe that the cited guidance fully addresses the standard and that the peer

reviewers are incorrect in taking exception to this issue. Similarly, the peer reviewers >¢€ Comment 15
failed to identify standards updated in our 2012 audit manual relating to policies and

procedures for addressing non-audit services and ensuring that non-audit services do not

impair independence. Our updated manual provides extensive detail on this issue at

Chapter 3-70. No additional guidance is needed.

The peer reviewers also take exception to PBGC OIG’s treatment of a standard that is no

longer relevant and was dropped from the most current version of Government Auditing

Standards. The peer reviewer’s second bullet addresses the need for a statement that

“independence includes those who reviewed the report.” Nevertheless, both our 2007 See Comment 16
and 2012 audit manuals include, at Chapter 3-30, the requirement that staff involved in

performing or supervising audits be free of personal, external, and organizational

impairments. This guidance includes a specific reference to GAGAS Section 3.07, the

standard that the peer reviewers incorrectly concluded had not been addressed. No

further action is needed in relation to this issue.

Recommendation No. 1. The AIGA should amend the Audit Manual to ensure that the
quality control and assurance program is clear by describing the ongoing monitoring
procedures performed related to quality control, including which activities comprise
quality control and quality assurance, and incorporate quality control activities in AM
Checklist 2, which is intended to document planning and supervision, internal control,
audit program, audit documentation, and audit reports.

Response to Recommendation No. 1. To ensure that our audit manual is as useful and
complete as possible, we have decided to conduct a top-to-bottom review that will
include any necessary revisions for clarity, completeness or compliance with standards.
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As part of that review, we will assess whether any additional material is needed to
supplement Chapter 20, Quality Control and Assurance Program and make any needed
changes. Our assessment will include a review of Checklist 2 to ensure that it includes
all appropriate quality control activities. It should be noted that the current checklist
already includes a number of quality control activities including questions about audit
documentation, supervision, collective competency of the audit staff, independence
certifications, audit programs, documentation of supervisory review, and independent
referencing. It is unclear to us what additional checklist items the SIGAR reviewers
would expect to see in response to the recommendation.

Recommendation No. 2. The AIGA should follow-up periodically through internal
monitoring reviews to ensure that systemic issues are identified and corrected in a timely

manner.

Response to Recommendation No. 2. We agree and will continue our ongoing practice

of periodic internal monitoring reviews. Additional focus will be placed on the correction
of identified issues.

Recommendation No. 3. The AIGIA should consider using the CIGIE Checklist for
Review of Performance Audits Performed by the OIG (Appendix E) as a guide for
conducting its annual quality reviews.

Response to Recommendation No. 3. We agree with the general concept and will use

Appendix E on a pilot basis to review selected reports as part of our next internal
monitoring review. If we find that the Appendix provides useful guidance, we will
incorporate its use into our official policy.

Recommendation No. 4. The AIGA should enforce the requirement to complete all of
the checklists in accordance with the AM and hold audit managers accountable for timely

review and their completion.

Response to Recommendation No. 4. We agree and will include an assessment of
compliance with this requirement as part of our next internal monitoring review.
Recommendation No. 5. The AIGA should amend the AM to include the standards we

identified that would help ensure that audit reports are conducted and reported consistent
with GAGAS.
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Response to Recommendation No. 5. We will include additional guidance in our audit

manual for 6 of the 15 issues, as noted in our response to the report.

Recommendation No. 6. The AIGA should require all audit management and staff
obtain training in GAGAS reporting standards, audit documentation requirements, and
writing reports that are clear, convincing, and complete.

Response to Recommendation No. 6. We anticipate providing substantial training in
the coming year, including some training in GAGAS. We have completed a series of in-
depth training sessions addressing each chapter of our PBGC OIG audit manual; we
believe that this training will be helpful in reinforcing the need for strict compliance with
provisions of our audit manual.

2. Reporting Audit Results

The SIGAR peer reviewers’ conclusions about two information technology audit reports

were unsupported and incorrect. We strongly believe that both reports were valuable to

our stakeholders, factually accurately, a fair representation of area under review, and See Comment 17
compliant with all applicable audit standards. Our recommendations were both

appropriate and reasonable.

We take note of comments made by SIGAR leadership about the narrow scope of the two
audits. Each audit consisted of a single finding and the reports were relatively brief. The
topics under review were carefully chosen in view of the large body of extant IT audit
work already issued or underway at PBGC. (See the Attachment to this letter.) While we
do not assert that the way we did the audits was the only way the issues could have been
addressed, we believe that the SIGAR reviewers substituted their own Judgment about
how they think they might have performed the work. Additionally, they arbitrarily
subdivided our work into a number of subordinate findings and then evaluated our work
based on their own assumptions about how they might have approached the issue. Our
reports should have been evaluated as written, not based on assumptions about an
alternate approach that could, perhaps, have been taken.

Objectives

While the peer reviewers concluded that our report objectives lacked clarity and
consistence, the reviewers do not explain what they considered to be unclear or

inconsistent. We believe that the objectives of our audits were both clear and consistent,
as shown below.

See Comment 18

9
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For audit report 09-67 (the ACT report), the objective was “to evaluate concerns
raise by the whistleblower dealing with protection of PIl in ACT, including
determining whether PBGC had taken steps to ensure that ACT met FISMA
requirements and best practices. Specific objectives included: (1) assessing
PBGC’s management of the data transition from Ariel to ACT; and (2)
determining whether the Chief Technology Officer had issued a waiver to delay
compliance with FISMA for the ACT system.”

For audit report 09-70 (the ATO report), the objective was “to determine whether
(1) each of the PBGC general support systems (GSS)and major applications had a
current Authorization to Operate (ATO) and (2) the Corporation had remediated
identified vulnerabilities in a timely manner.”

The peer reviewers also state that our audit objectives “did not effectively establish the
context for the overall message to help the reader understand the findings.” We are not
sure what GAGAS standard the reviewers are referring to, but note that GAGAS &.17
describes the role of background information “to establish the context for the overall
message and to help the reader understand the findings.” Perhaps the SIGAR reviewers
have confused the role of audit objectives with the role of background information.

See Comment 18

The peer reviewers incorrectly state that our report did not include an assessment of
PBGC’s management of the data transition from Ariel to ACT. However, our assessment
of the transition was clearly stated throughout the report. For example:

PBGC’s decision to transition away from Ariel was an appropriate one, given the
system’s high cost and the scope-creep the project encountered. However, the
decision to transition from Ariel to ACT should have been coupled with a
comprehensive analysis of ACT’s security controls, with special emphasis on
those controls intended to protect PII, such as participant Social Security
numbers.

The SIGAR report also states that the agency comment section of our report is “the only
place in the report that describes PBGC management’s decision-making process
regarding data transition.” This statement is also incorrect. For example, our report
describes PBGC management’s decision making process, in part, by noting “In 2008,
PBGC concluded that Ariel was requiring so many resources, in terms of both staff time
and money (8 years and $31 million), that the Corporation determined to begin the
process of transitioning pension plan participant information from Ariel into ACT.”

See Comment 19

10
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! - . . See Comment 20
With regard to PBGC’s data transition, we are uncertain of the meaning of the peer

reviewers’ statement that “PBGC-OIG stated that that information was better presented by
PBGC-OIG management and it was appropriate to do so.” We do consider our issued audit
reports to be an appropriate presentation of our audit reports; since the report was signed by
the Assistant Inspector General for Audit, we concur that the report is the presentation of
PBGC-OIG management.

The peer reviewers are incorrect in their assertion that our report “excluded independent

analysis that should have been conducted by PBGC-OIG to address the objective.” We

are not certain what independent analysis the peer reviewers believe we excluded from  See Comment 21
our report, but note that our workpapers include documentation of independent analyses

performed “to assess the methodology behind the transition from Ariel to ACT” and to

“evaluate the ACT cost benefit analysis” — a cost-benefit analysis that documented that

Ariel was too expensive to maintain and ACT was the only other system that PBGC had

to perform valuations.

The peer reviewers also state that best practices were not addressed in our report. This too

is incorrect. Our report addressed a number of concerns that are best practices. For

example, with regard to PBGC’s Information System Inventory Survey (ISIS), we

reported that the document “was prepared by the Office of Information Technology (OIT)

with little or no collaboration with key stakeholders. Further, management did not

maintain supporting documentation to support ACT’s classification as a minor See Comment 22
application.” Collaboration with key stakeholders and the maintenance of supporting

documentation are best practices, as are a variety of other practices addressed in our

report.

The peer reviewers concluded that our audit objective for the ACT report “implied Seslcommelges
criticism and is not a neutral objective” because we stated the whistleblower’s concern as

part of the objective. We do not agree that an accurate statement of a whistleblower
concern implies criticism.

The peer reviewers expressed a concern with introductory language for our ATO report

in which we stated, “During our oversight activities relating to the FISMA evaluation,

we became aware that some PBGC systems were operating without the required See Comment 24
authorizations. Thus, OIG initiated this audit to determine the extent of the issue and to

document our findings and recommendations.” According to the peer reviewers, this

comment could cause users to question our objectivity and be perceived as a

predetermined conclusion. We believe that comment is appropriate and accurately

11
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reflects the reason that we undertook the audit. Audits are often undertaken when an
office becomes aware of potential non-compliance; government auditing standards have
no prohibition on determining the extent of an identified problem. With regard to the
discussion of objectives, we are uncertain as to why this comment was included in the
“objectives” section of the peer review report, since the cited language is part of an
introductory discussion and not the audit objective. The objectives of the audit as set
forth in the section titled “Objective, Scope, and Methodology” are fully compliant with
government auditing standards.

Recommendation No. 7. The AIGA should reiterate to audit staff and provide additional
guidance in the AM so that it is clear that GAGAS requires the objectives in the audit

report to be clear, specific, neutral, and unbiased.

Response to Recommendation No. 7. As part of the top-to-bottom review of our audit

manual, described in the response to Recommendation No. 1, we will provide additional
guidance regarding the presentation of audit objectives.

Scope

With regard to the comments the peer reviewers made about the scope of the two audits,
it is important to note that they limited their review to the scope sections of the reports.

However, there is no audit standard that prohibits including scope information in the ~ See Comment 25

body of the report if, in the professional judgment of the auditors, that presentation is
more clear. For both audits, scope information included in the body of the report was
adequate for a reader to understand how the objectives were addressed.

The peer reviewers criticized the lack of certain items in the ACT report, even though the
cite items were either present or were not required by audit standards.

e The peer review report states that the period covered by the prior audit reports
was not specified. While not required by audit standards, we note that the period
covered by prior audit reports was specified in the body of the audit and in
footnotes, as in the references to “the FY 2009 FISMA review” that covered F
2009 and “OIG Report Fiscal Year 2009 Vulnerability Assessment, Penetration
Testing and Social Engineering Report” that also covered FY 2009. Even when
the specific reports were not identified, the period of coverage was included, as in
statements such as “In Fiscal Years 2008 and 2009 OIG reported a significant
number of high and medium vulnerabilities on the PBGC network.”

12
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The peer review report also states that the ACT report does not cite the specific

laws and regulations reviewed; we note that examples of criteria specifically SECiCommeny2y
addressed in the report include the Federal Information Security Management Act

(FISMA), the Privacy Act of 1974, the E-Government Act of 2002, FIPS 199,

National Institute of Standards and Technology (NIST) Special Publication 800-

30 “Risk Management Guide for Information Technology Systems”, Office of

Management and Budget (OMB) Circular A-130 Appendix I1I, OMB

Memorandum M-06-16 “Protection of Sensitive Agency Information”, and the

PBGC Information Assurance Handbook (IAH) Volume 18 Section II “Inventory

Management Procedures™.

5 =/ T Tk - . . =1 . o
The peer reviewers criticize our report for not identifying the offices/units Seelcamey32s

represented by management and staff. However, Government Auditing Standards
require only that the organization itself (in this case PBGC) be identified; there is
no requirement that offices or units be identified. Nevertheless, wherever the unit
or office was critical to the issue, we identified the unit, e.g., “OIT [Office of
Information Technology] security management informed us that system scans are
not performed on ACT...” Because PBGC is a relatively small organization,
with less than 1,000 employees, identification of units and offices often results in
the unavoidable identification of individuals, with potential impact to their
privacy rights. It is our policy, consistent with Government Auditing Standards,
not to identity individual PBGC employees in our reports unless those employees
arc

members of top management who have more limited rights to privacy.

With regard to the ATO report:

The peer reviewers incorrectly assert that the period of review was not

specified. However, the report clearly states “The audit was conducted between

September 2009 and June 2010.” If, by “period of review”, the peer reviewers

mean the time period of associated with the documents reviewed, that is also ~ S€€ Comment 29
stated in the report. We reviewed the “ATO documentation submitted with the

Fiscal Year (FY) 2008 Certification and Accreditation (C&A) packages” as

well as “any updated ATOs completed in FY 2009 and FY 2010 to date.”

Given that the report was issued August 18, 2010, documents were reviewed for

the period between October 1, 2007 (the beginning of FY 2008) and August 18,
2010.

The peer reviewers also state that the audit did not specify the offices held by S
PBGC management and staff or the officials interviewed. This is not required “°° oINS
by audit standards. As noted above, because PBGC is a relatively small
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organization, with less than 1,000 employees, identification of units and offices
often results in unavoidable identification of individuals, with potential impact to
their privacy rights. It is our general policy, consistent with Government
Auditing Standards, not to identify individual PBGC employees in our reports.
However, where the identity of the individual was critical to understanding the
issue, we specifically identified the officials, e.g., “As part of our review we
interviewed the system owner for the general support systems, who was not
aware of the current ATO status” and “The ISSO asserted that a new ATO had

been signed for the general support systems.”

Finally, the peer reviewers assert that our report did not specify “the work
conducted with other organizations,” and commented that “the audit report cited
guidance from the Office of Management and Budget.” As we advised the peer
reviewers on multiple occasions, work for this audit was not conducted at any
organizations external to PBGC, including OMB. However, the peer reviewers
misunderstood the phrase “OMB guidance” to mean that we performed work at
OMB and, apparently, were somehow “guided” by them. The phrase was used
only once in our report, when we stated “OMB guidance [emphasis added] does
not provide for agencies to issue ‘conditional’ or ‘interim’ ATOs.” The phrase
“OMB guidance” in this sentence refers to two documents, OMB Circular A-130
(a document referenced earlier on the same page as the phrase OMB guidance)
and OMB Memorandum M-09-29. The phrase “OMB guidance” is in common
use to describe the various circulars, bulletins, and memoranda issued by OMB;
despite the insistence of the peer reviewers, it should not be interpreted to mean

that audit work was performed at OMB.

See Comment 30

See Comment 25

We provided all information required by audit standards, although some material was
incorporated in the body of the report. We note that audit standards do not require scope

information be reported only in the scope section of the report.

Recommendation No. 8. The AIGA should reiterate to audit staff and provide
additional guidance in the AM so that it is clear that GAGAS requires the scope in the

audit report, at a minimum, to state the period of time covered and to describe the work
conducted to address the audit objectives and support the reported findings and

conclusions.

Response to Recommendation No. 8. As part of the top-to-bottom review of our audit

manual, described in the response to Recommendation No. 1, we will provide additional
guidance regarding the presentation of audit scope, if needed.

14
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Methodology

We believe that the methodology in both reports adequately described our work in

relation to our audit objectives. For each report, we concluded that detailed information

about the methodology was best communicated within the context of the reported audit

findings. To fully understand the methodology, a reader would need to read the entire ~ See Comment 31
report. Government auditing standards do not prescribed where in a report detailed

information about methodology must be presented; we chose to present much of that

information in the audit finding section of our report, as we felt that it eliminated

redundancy and made the report more clear. Nevertheless, the peer reviewers limited

their assessment of our methodology to the scope and methodology sections of the report.

With regard to the testing of access controls for our ATO report, we believe that we Seeltelimey B2
provided an appropriate description of the procedures performed and the techniques we
applied in reaching our conclusions and making our recommendations. As stated in the
report ... we were able to circumvent the password control(s). ... OIG noted that some
Microsoft Access files were not password protected and could be viewed simply by
clicking on the file.” That is, the technique used to circumvent the password control was
“clicking on the file” and viewing the subsequent result. More detailed information,
including the file names, system access data, and other information useful in correcting
the issue was provided to PBGC under a separate cover. However, none of that detailed
information was necessary for a reader to understand the key point of the report — that
PBGC’s failure to implement adequate controls put the Personally Identifiable

Information (PII) of approximately 1 million participants at risk for improper review and
disclosure.

Recommendation No. 9. The AIGA should reiterate to audit staff and provide
additional guidance in the AM so that it is clear that GAGAS requires the methodology in
the audit report, at a minimum, to explain how the completed work supported the
objectives and describe procedures performed and tests conducted to reach conclusions
and support recommendations.

Response to Recommendation No. 9. As part of the top-to-bottom review of our audit
manual, described in the response to Recommendation No. 1, we will provide additional
guidance regarding the presentation of audit methodology, if needed.
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Internal Control and Data Reliability

We are puzzled by the peer reviewer’s assertion that neither of the reports they reviewed
addressed internal controls. Even the title of the ACT report included internal controls -
“PBGC Need to Improve Controls to Better Protect Participant Personally Identifiable  see comment 33
Information.” The first sentence of the report finding is “PBGC has not implemented
adequate controls to protect the Personally Identifiable Information (PII) in its automated
Actuarial Calculation Toolkit (ACT)” [emphasis added] and the report addresses a
plethora of internal controls including system controls, security controls, compensating
controls, access controls, and logging and monitoring controls. Government auditing
standards require the reporting of deficiencies in internal control, but do not require that
audit report use the specific wording “internal controls.” In our professional judgment,
the readers of our reports understand that concepts such as system controls and security
controls are specific types of internal controls.

With regard to internal controls, our observations about the ATO report are similar. The
report is titled “Authorization to Operate PBGC Information Systems;” we note that
authorizations to operate (ATOs) are a form of internal control required by OMB
guidance and FISMA. The “Objective, Scope, and Methodology” section of the report
states, in part, “To meet our objective, we reviewed... internal control standards ...” and
the report addresses concepts including “an agreed-upon set of security controls,”
“PBGC’s systemic security control weaknesses,” and “the controls in place for meeting
[the security] requirements.” The use of the phrase “internal control” is not required by
government auditing standards. In our professional judgment, our readers understand
that security controls are a type of internal control. The peer reviewers are incorrect in
their assertions that the two reports “did not address internal controls.”

See Comment 33

The peer reviewers took exception because neither report addressed “computer processed
information.” We believe that there was no need for either report to address computer
processed information because neither report made any use of computer processed
information at any point in the audits. Government auditing standards do not require an
assessment of computer processed information when none is used.

See Comment 34

Recommendation No. 10. The AIGA should reiterate to audit staff and provide
additional guidance in the AM so that it is clear that GAGAS requires that audit reports

include a description of the scope of work on internal controls, any deficiencies on
internal control related to the audit objectives, and the extent that computer-processed
data was used and reliability assessed.
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Response to Recommendation No. 10. As part of the top-to-bottom review of our audit
manual, described in the response to Recommendation No. 1, we will provide additional
guidance regarding the presentation of internal control, if needed.

Findings and Recommendations

Each of the two audit reports reviewed by the peer reviewers had a single audit finding;

both findings were fully developed with all elements required by government auditing
standards.

For the ACT report, finding elements were as follows:

Condition: “PBGC has not implemented adequate controls to protect the

Personally Identifiable Information (PII) in its automated Actuarial Calculation
Toolkit (ACT).”

Cause: “Because ACT was classified as a minor system, ‘a tool kit,” the

Corporation did not perform the security assessment mandated by federal
standards.”

Effect: “As aresult the PII of approximately 1 million participants is currently at
risk forimproper review and disclosure.”

Criteria: “OIG reviewed the Information System Inventory Survey (ISIS) and
PBGC Information Assurance Handbook (IAH) Volume 18 Section II ‘Inventory
Management Procedures’ and determined that PBGC did not abide by its own
policy and procedures.”

See Comment 35

For the ATO report, finding elements were as follows: See Comment 35

Condition: “PBGC continued to operate IT general support systems and major
applications without remediating known high and medium vulnerabilities.”

Cause: “We observed during our FY 2009 FISMA review that the Corporation’s

entity-wide security program lacked focus and a coordinated effort to resolve
deficiencies.”

Effect: “As a result, sensitive and critical resources were not adequately
protected because identified vulnerabilities had not been corrected.”
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Criteria: “The authorization to operate (security accreditation) is required by
OMB Circular A-130, Appendix II1.”

The peer reviewers apparently concluded that, if they had done the audit work, they S

. ) ) . ee Comment 36
would have organized the results differently from the way that we did. That 1s, they
apparently concluded that the two findings we reported could be viewed as seven
findings. Nevertheless, they should evaluate the report we wrote — not the report that
they think they might have written. For the ACT report, we note that the peer reviewers
seem to have misunderstood italicized headings in the report that we included to enhance
the report’s readability. However, our subordinate headings in a report do not indicate
individual findings. If the reviewers had been unclear about the finding structure of the
report, the Table of Contents clearly showed a single finding, as did the section title
“Finding [singular] and Recommendations.”

The peer reviewers took exception to two of our recommendations, concluding that they
“did not flow logically from the findings.” We strongly believe that our
recommendations were appropriately related to our findings and were in full compliance
with Government Auditing Standards.

See Comment 35

In our report about PBGC’s authorizations to operate computer systems, we

recommended that PBGC “request a waiver from OMB to allow for continued operations

of information technology systems, despite the present of unremediated vulnerabilities

and the absence of an effect certification and accreditation process.” Our report clearly See Comment 37
explained that this recommendation did not represent the ideal:

PBGC is in a difficult position with respect to authorizing operation of its general
support systems and other major applications. Because an ATO must be
supported by a complete C&A document, PBGC must address weaknesses in the
C&A process before its systems can be appropriately authorized. OMB guidance
does not provide for agencies to issue “conditional: or “interim” ATOs. In theory,
an agency should not operate an information technology system unless it has been
properly certified and accredited. However, because PBGC information systems
are indispensable to the achievement of the agency mission, suspension of their
use is not a practicable alternative at this time. Thus, we are recommending that
PBGC seeck from OMB a waiver allowing conditional authorization, based on
PBGC’s ongoing efforts to improve information security. While this option is
less than ideal, other alternatives (e.g., ceasing the use if the information
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technology systems until existing problems are remediated) would likely pose an
even greater risk for PBGC’s ability to meet its statutory mission.
See Comment 37

The peer reviewers concluded that this recommendation and the accompanying
explanation “could be perceived as endorsing a delay in compliance or non-compliance.”
The senior executive leader of the peer review advised us of her opinion that we should
have recommended that PBGC cease the use of its information technology systems
because that was the recommendation that “logically flowed” from our finding. Even
when we explained that implementation of such a recommendation to cease use of the
subject IT systems would result in the suspension of monthly benefits for more than
800,000 retirees and the elimination of government oversight for more than $70 billion
dollars in investments, the peer reviewer remained adamant that we should have made
what she called the “logical” recommendation — that PBGC should cease use of the
systems until they can be properly authorized. We believe that such a recommendation
would be irresponsible. Further, such an unworkable recommendation would not be in
compliance with the government auditing standard that effective recommendations
“encourage improvements in the conduct of government programs and operations.”
PBGC leadership and the PBGC Board would rightly question the judgment of my office,
if we were to recommend the suspension of operation for unauthorized systems without
giving consideration to the impact on PBGC and those who depend on the Corporation
for their pensions. Additionally, government auditing standards state that effective
recommendations are “practical;” suspension of the operation of PBGC’s IT systems
would be neither practical nor prudent.

: S - See Comment 37
We are troubled by the implication that my office endorsed a delay or condoned non-
compliance with applicable IT standards. We did not condone PBGC’s noncompliance
with requirements that its systems be properly authorized; instead, we included a
thoughtful and complete explanation of the problems that PBGC faced. Our conclusion
and recommendation reflected our understanding of the PBGC mission and met all
applicable auditing standards.

The peer reviewers also questioned our recommendation that PBGC “ensure that an

individual takes ownership and provides oversight of the remediation process and See Comment 38
validates that corrective actions are completed by the target dates.” We do not

understand why the reviewers felt that this recommendation did not address our finding,

since the condition we reported in our finding was that PBGC was operating its system

and applications “without remediating known high and medium vulnerabilities.” We

believe that our recommendation for accountability and oversight is appropriate and that

the recommendation logically flows from the reported finding.
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Recommendation No. 11. The AIGA should reiterate to audit staff and provide
additional guidance in the AM to ensure that all required elements of a finding are
developed, unless it is determined and documented that all finding elements are not
necessary for the objectives; and that recommendations flow logically from the findings
and conclusions in accordance with GAGAS and AM.

R n R m i 11. As part of the top-to-bottom review of our
audit manual, described in the response to Recommendation No. 1, we will provide
additional guidance regarding the presentation of findings and recommendations, if
needed.

3. Audit Planning

Government Auditing Standards state that “planning is a continuous process throughout
the audit.” Contrary to the position of the peer reviewers that there was “no
documentation” of our assessment of audit risk, audit documentation addressed each o
the elements required by audit standards, except as specifically noted below.

£ See Comment 39

For the ATO audit, we documented our analysis of audit risk in risk analysis workpaper
C.1.PRG. The purpose of the workpaper was to “Document the auditor’s consideration
of inherent risk, control risk, detection risk, fraud risk and the preliminary risk analysis
that will affect the nature, timing and extent of any substantive testing performed ...”
The workpaper is lengthy (9 pages), but excerpts from the conclusions demonstrate our
compliance with the planning standard. The workpaper concludes that audit risk for the
project is low and contains paragraphs specifically addressing internal control and the
assessment of fraud risk.

See Comment 40

For the ACT audit, the documentation of audit risk was dispersed through several
different workpapers. Audit standards state that “Auditors should assess audit risk and  gee comment 41
significance within the context of the audit objectives by gaining an understanding...”
[emphasis added] of several different items including internal control, information system
controls, legal and regulatory requirements, and potential fraud, or abuse that are
significant within the context of the audit objectives.” There is no specific requirement in
audit standards that this understanding be documented. Nevertheless, we documented the
assessment of audit risk in the workpapers that documented how we gained our
understanding of these issues; examples of such workpapers include those performed to
“Determine whether ACT has adequate controls to protect the PII data” (an assessment
of internal control) and to “To Review the system documentation for ACT and Ariel and
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assess the document controls surrounding each system” (an assessment of information
system controls). We are uncertain why the peer reviewers incorrectly concluded that
there was no documentation of these areas.

We are also uncertain why the peer reviewers asserted that there was no documentation
relating to the avoidance of interference with ongoing investigations.

e Forthe ACT audit, we provided documentation of coordination between our audit
and investigative units, including copies of “law enforcement sensitive” material
relating to the complaint and two memoranda between the AIGA and the
) N Cbi?: See Comment 42
Assistant Inspector General for Investigations (AIGI).

e With regard to the ATO audit, we provided emails between audit staff and the
AlIGI documenting a meeting held at the request of the IG, who had “requested that
we meet with you [the AIGI] so that we don’t interfere with what you are doing.”
The peer reviewers were incorrect in their assertion that there was no
documentation relating to the avoidance of interference with ongoing SseiCamineniets
investigations

With regard to the documentation of audit risk associated with contract provisions, grant
agreements, legal proceedings and computer processed information, these issues were not
relevant to our audit objectives and thus there was no requirement that we assess audit
risk for these issues. The peer reviewers should not have taken exception, since there is
no requirement to document issues that are unrelated to audit objectives.

See Comment 44

The peer reviewers are correct that we did not document discussions of fraud risks among
the team, although we note that such discussions did take place. We agree that such
discussions should be documented and will include an assessment of compliance with
this requirement in our next internal review.

We also agree that we did not document our management decision that a Go/No-Go
Memorandum was not needed for one of the audits and that the message conference
meeting was not documented. With respect to the Go/No-Go memorandum and
documentation of the message conference meeting, we note that these items are part of
our internal process and not required by audit standards. Based on CIGIE guidance these
are “more extensive requirements than those prescribed by GAGAS,” and non-

compliance with these requirements should not reported as non-compliance with an audit
standard.
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Regarding the peer reviewers’ assertion that the objectives as reported did not “match”

the initial objectives as stated in the audit program: See Comment 45

e For the ACT audit, the objectives set forth in the report were as follows:

to evaluate concerns raised by the whistleblower dealing with protection
of PII in ACT, including determining whether PBGC had taken steps to
ensure that ACT met FISMA requirements and best practices. Specific
objectives included: (1) assessing PBGC’s management of the data
transition from Ariel to ACT; and (2) determining whether the Chief
Technology Officer had issued a waiver to delay compliance with FISMA
for the ACT system.

The peer reviewers accurately quoted the two specific objectives — “to (1) assess
PBGC’s management of the data transition from Ariel to ACT, and (2) determine
if the CTO issued a waiver to delay compliance with FISMA for the ACT
system.” However, the peer reviewers failed to note that the audit program also
stated “Our audit objective is to address concerns raised by the whistleblower
dealing with protection of PII in ACT, including determining whether PBGC has
taken steps to ensure that ACT meets FISMA requirements and best practices.”
That is, if the peer reviewers had considered the overall objectives as set forth in
the audit program in addition to the specific objectives they acknowledged in their
report, it would be clear that the audit objective as written in the audit program
was nearly identical to the objective included in the report. The only differences
were the substitution of the word “evaluate™ for “address” and minor tense
changes. The workpapers do not contain documentation of the reasons for
changes in audit objectives because those objectives did not change.

e The peer reviewers also state that the ACT audit program did not include audit
steps to conduct all of the work to address the objectives, such as best practices.
This is incorrect. The assessment of “best practices” was conducted as part of
audit step B-10, “Review system documentation for ACT and Ariel and assess the
document controls surrounding each system.”

e According to the peer reviewers, some steps were not completed or documented.
Steps the reviewers incorrectly concluded had not been completed included:

s
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0 “obtain and evaluate the ACT cost benefit analysis” — We note that
workpaper B.4.3 addressed the purpose “To obtain and evaluate the ACT
cost benefit analysis.”

o “assess the methodology behind the transition from Ariel to ACT” — We
note that workpaper B.4.9 addressed the purpose “Assess the
methodology behind the transition from Ariel to ACT.” This workpaper
was part of larger group of workpapers -- B.4 -- titled “Assess PBGC
Management of the Data Transition from ACT to Ariel.” This section of
working papers included 13 individual procedures and 21 pieces of
documentary evidence

o “interview key personnel in the Bureau of Public Debt to gain an
understanding of how data is being transferred from Ariel to ACT” — We
have no idea why the peer reviewers criticized us for this matter, given
that the Bureau of Public Debt had no known relationship to the issue
under audit. We never had any plans for conducting such interviews nor
would such interviews have been likely to produce relevant audit
evidence.

With regard to the ATO report, we agree that we should have better documented our
decision to add the objective of determining whether the Corporation had remediated
identified vulnerabilities in a timely manner. As noted earlier in this document, if our

message agreement conference had been appropriately documented, this issue would not
have arisen.

We strongly disagree with the peer reviewer’s comment that our work addressing the
remediation of identified vulnerabilities “was largely based on work conducted by an  S€€ Comment 46

independent accounting firm, although that report was not cited in the audit report or
disclosed in the scope.”

e First, while issues identified by our independent public accounting firm were cited
as the cause of our finding, it is not accurate to say that our work on remediation
was based “largely” on the work of the firm. The issues reported in our audit were
neither developed nor reported by the independent public accountant. We believe
that the peer reviewers may have been confused by a statement made in our audit
program. “The auditors will review the ATO documentation submitted with the
FY2008 and 2009 Certification and Accreditation (C&A) packages. ... During our
assessment we will rely on documents [emphasis added] provided by outside
auditors, Clifton Gunderson, collected during the FY2008 and FY2009
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FISMA audit.” This statement did not mean that we were depending
on the work of the outside auditors, but that we were making use of
the extensive documentation that they had collected as part of another
engagement. PBGC had already provided a large body of
documentation for the outside auditors’ use. We are aware of no
prohibition on our use of the same documentation for our own
purposes.

e More importantly, the peer reviewers are incorrect in stating that we
did not disclose our partial reliance on work conducted by the
independent accounting firm. The first page of our report makes
reference to “Our March 22, 2010 FISMA evaluation report, prepared
by Clifton Gunderson LLP under contract to PBGC OIG” and
mentions our associated oversight activities. Page 3 makes additional
mention of the FY 2009 FISMA report and “our oversight of the
annual FISMA evaluation,” while page 5 of our report provides even
more detailed information -- “PBGC OIG Report No. EVAL-2010-
7/FA-09-64-7, Fiscal Year
2009 Federal Information Security Management Act (FISMA)
Independent Evaluation Report, dated March 22, 2010 completed by
an independent public accounting firm under contract and direction
of OIG.” We do not know why the peer reviewers concluded that
the report prepared by the independent accounting firm “was not
cited in the audit report.”

Recommendation No. 12. The AIGA should reiterate to audit staff and
provide additional guidance in the AM to ensure that all required audit
planning is conducted, including documenting Go/No-Go Decisions and
Message Conferences, and hold audit managers accountable for compliance
to ensure staff (1) obtain approval for audit plans, (2) revise audit plans to
document significant changes in audit objectives and/or scope of work to
ensure that detailed steps are developed to obtain sufficient and appropriate
evidence to support conclusions; (3) ensure that all four audit risk planning
elements are addressed and appropriate audit steps are developed; and (4)
conduct and document the required audit team discussion on fraud.

Response to Recommendation No. 12. As part of the top-to-bottom review

of our audit manual, described in the response to Recommendation No. 1, we
will provide additional guidance regarding audit planning as needed. During
recent training, we reiterated the importance of documenting the Go/No-Go
decision document, Message conferences, and audit team discussion of fraud.
We will include review of these issues in our upcoming

internal review.
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Respoase 0 System Review Report
May 2. 2013
Page 25 of 34

See Comment 17

Artachment

Pension Benefir Guaranty Corporation
Office of Inspector General
Informarion Technology Recommendations
October 1. 2009 to Present

Fiscal Year 2008 Financial Statement Report on Internal Controls (AUD-2009-2F A-08-49.
1) November 13, 2008

Recommendation F5-08-01

Conplete and confirm the design. muplementation. and operating effectiveness of all 65 common
secunty coatrols wdentified

Recommendation FS-08-02

Implemest an eFective review process to validate the completicn of the cestification and
accreditation packages for all majer apphications and general suppont systems. The review should
be performed by an mdiadual not associated with the performance or an mdrdual thar could not
milnence the results of the C&A Thus review should be completed for all components of the

work perfl d to ensure substantial documentation 15 available that supports and vahidates the
results obtamed

Rtmndamfm‘
an wndependent and effective review process to vahdate the complenon of the
mﬁcmuﬂ:u&mpuhusfmnﬂwhmudmﬂsmw&m hosted on.

behalf of PBGC by ﬂmdpm\ptoces&us The effective review should include exanumng host
and p l ¢ ks nsk

Recommendarion FS-08-04

ongoing efforts to appropriately restrict developers access to production entironment
Losted on behalf of PBGC by thurd party processors to only temporary emerpency access. on an
#; needed basis

Recommendation FS-08-02
Implement controls to remedy mlnaabuhmm«dmhvdummappimhmtdm
behalf of PBGC by thrd party s. such as weak in configuration. roles, privileges.

anditme file permussions. and operating system access.

1
un
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Response to System Review Report
May 2. 2013
Page 26 of 34

Tocal Year 2008 Financial Statements Management Letter (AUD-2000-3F A-0849-3)
January 13, 2000

Recommendation BAPD-50
Protect and nutigate the nsk of damage to ve by :mpl
mxumdwgn&sloﬂrdmm(mhmﬂmgwdw:muomwmmmal

computer components are kept as cool as possible (1.e. an ambent temperature range of 68 to 75
degress Fahrenhest) for maxanmm reliability, longewity, and renam on mvestment

Recommendation BAPD-51

Enhance emaronmental controls by stalling floor sensors to protect agmmnst the nsk of water
damage.

Recommendanon BAPD.52

Enhance physical security to the room by implementing control to mclude. sign-n logs for
visitors, and mstallation of cameras m or outside the data center

Recommendation OIT-100
Comhnlqmlm.cmumwofmelsvimenmehuuﬁeldsmmmnﬂnmnn
leted appropnately and ac ly. Use the results of the approved ISIS to categonze

lhe semny of information systems 1n accordance with FIPS PUB 199 Secwrity Caregonzanion of
Faderal Information and Information Systems

Recommendation OIT-101
Update Chapter 4 (Sun Backups and Database) Monitoring to include all servers that should be
monitored and include an updated link to the mng reports.

Recommendation OIT-102
Conustently rotate backup tapes offute as soon as tapes have met thewr two-month retention

penod at PBGC

Fiscal Year 2009 Financial Statements Report on Internal Controls Aundit (AUD.2010-2FA-
09-64-2) November 12, 2009

Recommendation FS-(9.01

Effectively communicate to key decision makers the state of PBGC's IT mfastructure and
environment to facilitate the p of s to address fund: I weaknesses.
Recommendation FS-09-02

Develop a process to review and vahidate reported progress on the implementation of the common
security controls. Implement a strategy to test and document the effectiveness of each new control

umplemented.

Recommendation FS-09-03

Develop and mmplement a well-designed secunty management program that will provade secunty
to the mformation and mformation systems that support the operations and assets of the
Corporation, ncluding those managed by contractors or other Federal agencies
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Response to System Review Repont

May 2 2013

Page 27 of 34

Recommendation FS-00-04

Cm&mwmwmdumdmsnmm
pport a move coherent apy hto

plm\dmgmﬁxmummud £ s}m 2 © 1

Recommendation FS-09-05

Ensure that adequate documentation 15 mamtamed winch supports. substantiates. and validares all
rewnlts and conchumions reached in the C&A process

Rmm-dauuwm

Establish and comprehensive procedures and document the roles and responsibalines
Mmomsm Mmﬁwuhm&:mmdtuwpmm Retun evidence
nfmmﬂnmndhhmm didr or unsupported reports of progress

Recommendation FS-09-07

Mauntam an accurate and authontative mventory hist of mayor applications and general support
systems. Ensure the list 15 &b d to responuble staff and used conustently throughout
FBGC OIT operations

Recommendation FS-09-08
Implement robust and ngerous review procedures to venfy that fruse contracts for the

Cextrfication and Accreditation of PBGC s systems clearly outline expectanons and deliverables
mn the statement of work.

Recommendation FS-09-09

Inplement a robust and ngorous quality review process to venfy contractor C&A deliverables
meet the requrements specified m the statement of work:

Recommendatnon F5-09-10
EmblﬁhcmlrolstomﬂwcmuﬂsnffmhdmthhC&AofPBGanmshawﬂr

appropriate knowledge and background to accurately and compreh 1y complete the C&A
process

Recomumendation FS-09-11
Lmplement a robust and ngorous process to venfy comphance with PBGC s policy on contractor
management throughout the C&A lifecycle

Recommendation FS-09.12
Develop and unplement a coberent strategy for corvecting IT infrastructure deficiencies and a
framework for mmplementne secunity 1s. and nute the systenunc 155ues

related to access control by mw;nmcmﬁgwahmmdmmmm
for all of PBGC" s information systems.

Rm-dmf‘i—ﬂ-l‘
Establish baselme c n standards for all of PBGC s svatenms
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Response to System Review Report
May 2. 2013

Page 28 of 34

Recommendation FS-09-14

Review configuration settngs and document any discrepancies from the PBGC confinuraton
basehne. Develop and implement comrective achions for systems that do not meet PBGC's
configuration standards

Recommendation FS-09-15
Ensure test, development and production datab are appropriately segregated to protect
sensitive informaton and also fully vtilized to mcrease system performance.

Recommendation FS-09.16
Establish mtenm procedures to implement available compensating controls (such as establidung
a test team to venify developer changes un production) uatil a comprehensive solution to

T gregate test, develop and production databases can be unplemented
Recommendation FS-09-17
Amsﬂnmkmsocmedwuhlxhng greg of duties, p d and overall
C Dmmsmkmmmmmmdmplmrmcompenmmg
whﬂu'« ible If ng controls cannot be mpl d the system owner

should sign-off Muu.ns risk l:oepunce

Recommendation FS-09.18

Assess developers” access to production on all PBGC systems and determune if access 15 requured
based on the secunty prmciples “need to know and least prvilege” If developers requure access
to a specific application. the reason should be doc d and should sign-off
mndicatng acceptance of the nsk(s). In all other mstances developer access to production should
be mmmediately removed

Recommendation FS-09-19
Implement a manual review process whereby O[T penodically reviews systems for comphance
Rﬂomnudamn }'9-09-"'0

Is to i m the deployment of servers. applications, and
dalatnm n the de\elopmem test, and produchion environments

Fiscal Vear 2000 Financial Statements Andit Management Lefrer (AUD 2010 1FA-09.641)
ebruary 23, 2010

Recommendanon FOD-392

Implement a process to routinely venfy and validate wheth i business process controls
are operating as miended.

Recommendation FASD-140

Review and update conwponents of the PBGC Contingency Plan mn accordance with NIST 800-34
standards
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Response to System Review Report
May 2. 2013

Page 20 of 34
ecommendarion FASD-141
E that ad ze and server capacity s available at the COOP site to fully recover

PBGC's s)wm; and apphcations m the case of a dusaster

Recommendation FASD 142
Conduct a more reahstic snmlation scenano m which to test the COOP. mcluding conducting an
unannounced test at the COOP sste

Recommendation OIT-103
Prowide adequate storage capacity and server hardware m Wilnungron. DE

Recommendanon OIT-104
Ensure COOP sttes are adequately equpped and configured to support the recovery of PBGC s
cniwcal essennal funcbons within 12 hours.

Recommendation OIT-105
Review the Contmgency Plan and revise the plan 1o reflect PBGC s current envuonment

Recommendation OIT 106
Ensure that hardware and software are configured 1 accordance with PBGC pobcy and mdusary
best practices to protect PBGC s information resources

Recommendation OIT 107
E that all bard and sofh are supperted and d accordng 1o the mdustry best
practices.

Authorization to Operate PEGC Information Svstems (AUD-2010-8TT-09-70) Angust 18,
2010

Recommendation OIT 108
Wamuﬁmmmwmwhmmdmmdmfmmmhy
systems, despute the presence of diated vulnerabalines and the ab of an effectrve

certification and accreditation process.

Recommendation OIT 109

Develop a comprehensive corrective action plan to remeduate all the high and moderate
“ulnerabslites rematmng on the PBGC network:

Recommendation OIT 110

Ensure that an sdividual takes ownership and provides oversight of the remediation process and
valdates corrective actions are completed by the target dates.

Recommendanon OIT 111

Ensure all ATOs are updated accurately 10 reflect the current system secunity state and status of
the POASM s,
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Response to System Review Repont

May 2, 2013

Page 30 of 34

PBGL Needs to Improve Controls to Better Protect Participant Personally Identifiable
Information (AUD-2010.9 TT-09. tember 16, 2010

Recommendation OIT 112

Ident:fy all Microsoft Access files that are not password protected and unmediately implement
d and access ¢ ls to ensuge the protection of participant PIL

F

Recommendation OIT 112

Reclassify ACT as a major system and complete a Certification and Accreditation review based
on FIPS 199, NIST standards and OMB gwdance including nisk :denhification, assessment and
mitigation.

Recommendanion OIT 114

Review the facts surounding PBGC s incomrect classification of ACT as a nunor apphication and
document a determunation of whether addinonal controls over the clasafication process are
needed

Recommendation OIT 115
Conduct scanning on a peniodic basis and timely nutigate vulnerabilities i accordance with NIST

gudance

Recommendation OIT 116
Implement encryption on all PBGC laptops and storage media that handle PIL

FY 2000 }-'odenl Information Security Management Act Independent Evaluation Report
[F A-09-64-T) March 22, 2010

Recommendation FISMA-09.01
Review and update the Privacy Impact Assessments (P1As) at least annually m accordance with
PBGC’s Information Assurance

Recommendation FISMA-09-02
Conduct an anmmal review of the PLAs on the PBGC s website to venfy that it reflects the most
updated PLAs conducted.

Recommendation FISMA-00.03
Review and update the System of Records Notice (SORN:) periodically, at least ily. to
reflect current conditions.,

Recommendation FISMA-09-04
Develop and follow specific gmdance on how and when to report ncidents, mvolving PII
disclosure.

Recommendation FISMA-00-05

Ensure all incidents involving P1I are reported to US CERT wathun 1 how of discovery.
Recommendation FISMA-09.06

Ensure all reports submutted to US-CERT are doc d and ined appropriately
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Pape 31 of 34

Recommendation FISMA-09-07
Implement encryption on all PBGC s laptops 1o ensure that PII 15 adequately protected,
Recommendation FISMA-9-08

mmmﬂmm:mmﬁndmﬂntﬁtm at least on a
@ 1y basis, and 1t incindes all entity-wade security deficiencies noted.

Recommendanon FISMA 0909

Dissenmnate PBGC's entity wide POA&M to all responsible parties to ensure comrective actions
are taken m accordance with POA&M.

Recommendation FISMA-09-10

Ensure that the agency and program specific plan of action and mulestones are tracked
appropriately and is provided to PBGC’s CIO regulariy

Recommendation FISMA 0911
Ensure PBGC’s CIO centrally tracks, ma and independently reviews/validates POASM
actrvities. at least on a quarterly basis.

m-ﬂmmﬂ\-ﬂ 12
Ensure all FBGC IT acq include apy ate language as requared by FAR § 39 101(d).

[ 2009 Vulner' ahlin Assesunent, Penetration Tmng and Social Enﬁam'm, Report
EVAL-2010-6F A-09.64.6) March 2. 2010

Thus assessment 1 not publically avaslable. During this review, our mdependent accountant
Clifton Gunderson found maor 1ssues of concem and suggested that management

+  Enswe that PBGC systems have the most cumrent patches and updates for all systems, and
. m«wm incluckng best practices to strengthen or harden the
config of PBGC's operating systems and applications

iscal Year 2010 Financial Statements Eﬂwﬂ on Internal Controls Aundit (AUD-2011-3FA-
10-69-2) November 12, 2010

Recommendation FS- 10-01

Develop and mmplement an immediate plan of action 1o address the potential security nsk posed
by locating the Securnry Operations Center outssde of the US.

Recommendation FS- 1002

Review PBGC contracts to ensure contractors are required to comply with PBGC mformation
secunty standards and FISMA

Recommendation FS- 10-02
Develop and mmplement an [SA and MOU wath I or ations whose sy connect to
PBGC's systems
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Response to System Review Report
May 2. 2013
Page 32 of 34

Recommendation FS- 10.04
Replace the Citnx MetaFrame presentation server.

Recommendation FS- 10-05

Inciude the application wmahmapphcm deh\u'ypmdnmnndby the benefits payments
service provider to access the PLUS ap in the sy

Recommendanion FS- 10-06

Configure TeamConnect to ensure the mtegnty of the mghtly prenuum output batch file error log.

FY 2010 Federal Information Security Management Act Independent Evaluation Report
AUD-2011-9F A-10-69-8) March 11, 2011

Rmnndam FISMA-10-01

Exp the tion of an accepted or validated cryptograpl dule for sts SFTP
bl fu(ﬁk fe ! ‘Iopuhapuntplyw f: A hst of vahdated
a)pbpaph:cmodnk-uuheﬁwndat hitp://csy roups/ STM/ canp/documents/

1/1401val2010 htm.

FY 2010 \'u.heraal'-it_v Assessment, Penetration ?nrﬁng and S«ulzlﬁmmg Report
VAL-2011-7FA-10-69-6) February 24, 2011

Ths assessment 15 not publically avalable. In its assessment, our independent public acc
Clifton Gunderson found major 1ssues of concern and suggested that management:

¢ Ensure that PBGC svetems have the most curvent patches and updates:
* Replace Windows 2000 Servers; and
Standardize Technologies to nunumze sprawhng support.

Fiscal Year 2011 Financial Statements Report on Internal Controls Audit (AUD-2012-2FA-
11-82-2) November 14, 2011

Recommendation FS-11-01
Ensure that adequate controls m the design and implementation of the SOC are wn place to protect
PBGC PLUS

Recommendation FS-11-02
Establish unique accounts for each user in TeamConnect

Recommendation FS-11-03
Restnct developer’s access to production

Recommendation FS-11-04
Implement a log review process that does not rely on the TeamConnect’s developers reviewang
the logs.
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Page 33 of 34

Recommendanon FS-11.05

Imypl conyg 2 Is for log and review of changes made by powerful shared
accounts

Recommendation FS-11-12

Obtam a contract system representative signanwe on the PLUS MOU or alternanvely, develop an
mierconnection secunty agreement (ISA) between PBGC and the benefit payments service
provader for the connection.

Recommendation FS-11.-14

Annually review contractor access recertifications for the benefit payiments senace provader
emplovees with access to PLUS

Recommendation FS-11-15
Pevew the PLUS ¢ gency plan for compliance with NIST SP $00-34 requarements

Recommendation FS-11-16

Develop and umplement a policy to identif and docnment the nisks assoczased with PBGC
operations performed m foreign countrnies, ensure approprate management review. and take
appropniate achions 10 nuhgate identified naks

Recommendation FS-11-17

For the PLUS SOC operatmg 1n a foreign country revise the existing nisk assessment 1o wdennfy
and document risks, and take appropriate actions

FY 2011Federal Information Security Management Act Independent Evaluation Report
AUD-2012.9/FA.11.82.7) Mav 11, 2012

Recommendation FISMA 11-01
PBGC should ensure that it answers and provides mformation to OMB as requested

Recommendation FISMA 11-02
Remove PII from the development emvirenment

Recommendation FISMA 11-02
Encrypt and secuze backup tapes that contam P11

Recommendation FISMA 11-04

Complere the secunty categ of PBGC mi systems
Recommendation FISMA 1105

Iaplement munummm secuniry requrements to secure the CDMS apphication.

Recommendation FISMA 11-06
Coaduct and document a Prvacy Impact Assessment for CDMS
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FY 2011 Vulnerability Assessment and Penctration Testing Report (EVAL-2012-7FA-11-
§2-5) March 19, 2012

Thus review is not publically avalable. Insts ow mdependent public accountants.
ChiftonLarsonAllen found major 1ssues of concern regardng:

Confiswation management,
Network design:

Access Control; and

Patch Management.
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Enclosure 3 SIGAR Response to PBGC-0IG’'s Comments Enclosure 3

General Comments

1. While we did not report any errors of fact, the issues identified impact the overarching
principles that state performance audits that comply with GAGAS provide reasonable
assurance that the auditors have obtained sufficient, appropriate evidence to support
the conclusions reached. As noted below, there are instances where the sufficiency and
appropriateness of evidence needed and tests of evidence were incomplete or missing.

2. The deficiencies we cited did not encompass a more extensive requirement than those
prescribed by GAGAS. It is important to reiterate that we conducted a standards-based
assessment to determine whether the quality control system is appropriately designed
and whether the system is working effectively. Our primary objective in this regard is to
be fair, balanced, and accurate. Based on these standards, we identified several
deficiencies in quality control, audit reporting and planning. PBGC-OIG’s policies and
procedures, which should establish internal guidance and audit requirements,
represent a key primary characteristic of the overall quality control system. However, we
noted the absence of policies and lack of compliance, which in our judgment taken
together, are sufficient to conclude that the quality control system taken as a whole is
inadequate.

3. While GAGAS does not prescribe the type and form of report that is appropriate, we
continue to believe that the reports did not contain enough information to completely
understand the relationship between the objectives, findings, and recommendations. A
GAGAS audit report must clearly communicate the results. We concluded that the
reporting, taken as a whole, was deficient and we articulated this finding in detail in the
system review report. Where there may be additional materials that would clarify or
explain the review better, such materials are, technically, not part of the peer review
process, because the report should stand on its own. In fact, if it cannot stand on its
own that is an indicator of noncompliance with GAGAS. Some key recommendations
were not based on well-developed findings; thus, the recommendations did not flow
logically. Linking recommendations to findings, resulted in disagreement at our
meetings, but forms a significant basis for our opinion.

4. In our view, PBGC-OIG misunderstands the intent and substance of GAGAS by stating
“GAGAS does not require that the details of scope and methodology be fully presented
in a separate section of the report.” The professional standards provided in GAGAS
provide a “framework for performing high-quality work with competence, integrity,
objectivity, and independence.” Application of the standards requires professional
judgment. Thus, the standards are not intended to provide step-by-step instructions.
Therefore, we continue to believe, in our opinion and professional judgment that it is not
an appropriate audit practice to expect a reader to understand the scope of an audit

when it is cited in various sections throughout the audit report and not specifically tied
to the audit objectives.
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5. We did not make assumptions, but analyzed the reports as written and provided our
conclusions based on professional judgment and opinion on whether the standards
were followed. Some key recommendations were not based on well-developed findings;
thus, the recommendations did not flow logically. Our professional judgment about the
audit report is solely based on whether there was sufficient and appropriate evidence to
support the findings, conclusions, and recommendations. Moreover, the peer review
team is well-qualified to make such assessments because of extensive experience in
planning, conducting, and reviewing audit reports in accordance with GAGAS.

6. During discussions of the draft system review report, the peer review team attempted to
explain to PBGC-0IG management how recommendations should flow logically from
findings. PBGC-O0IG totally missed the point that the recommendation to request a
waiver from OMB was not supported by sufficient and appropriate evidence. No audit
work was conducted to determine whether the recommendation would be appropriate;
otherwise, PBGC-0IG would have known in advance that OMB does not issue waivers for
this purpose. We continue to believe that the recommendation could be perceived as
endorsing a delay in compliance. PBGC-OIG's recommendation essentially comes down
to "change the criteria" not fix the deficiency. In other words, PBGC should seek a waiver
to the requirements in order to allow the deficiency to continue. This recommendation
does not logically flow from the finding. In the introduction to the audit report, there is
language to the effect that "because PBGC information systems are indispensible to the
achievement of the agency mission, suspension of their use is not a practicable
alternative at this time." However, that language appears nowhere as part of the finding,
and it should have in order for the recommendation to logically flow from the finding.

7. We take strong objection to the comment that the peer reviewers generally have not
discussed details of their observations or the reasons they reached their conclusions.
The extensive effort that SIGAR has gone to explain the deficiencies in its quality control
system, planning, and reporting is evidenced by the length of this report. PBGC-OIG
management continues to misunderstand basic concepts of GAGAS, which require
audits to be conducted with competence, integrity, objectivity, and independence. In
regard to independence, for example, we take strong exception to PBGC-0IG’'s comment
that the independence standard was dropped from the GAGAS December 2011
revision. As PBGC-0IG stated later in its comments, it believes the independence
standard is no longer relevant. While specific references to personal, external, and
organizational impairments, and overarching independence principles were removed in
the GAGAS 2011 version, the underlying concepts related to these categories have
been retained in the new conceptual framework for independence.1¢ In fact, the
independence standard has been expanded as it is intended to provide a means to
assess independence for activities that are not expressly prohibited. The GAGAS
revision emphasizes the importance of considering threats to independence both
individually and in the aggregate.

8. Given PBGC-0IG's general misunderstanding of GAGAS we suggest that PBGC-0IG
management make a commitment to fully understand the intent and substance of our

10 Source: 2011 Government Auditing Standards, Listing of Technical Changes, revised December 23, 2011.
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observations so it can exercise its mission with competence, integrity, objectivity, and
independence.

Quality Control and Assurance Program

9. We agree that a lack of compliance with the audit organizations’ policies and
procedures would not constitute a deficiency or significant deficiency for the purposes
of the peer review. However, we noted that PBGC-0IG had not established policies and
procedures for quality control and assurance that would be needed to conduct a
complete assessment of quality control and assurance. The major component of the
PBGC-0OIG’s quality control and assurance program consisted of completing checklists
because no other documentation existed to indicate that key audit steps were
addressed in the performance audit. As GAGAS requires documentation of an audit
organization’s quality control program, and PBGC-OIG uses checklists to document its
program, failure to complete the checklists constitutes failure to document and
consequently non-compliance with GAGAS. Thus, we continue to believe this does not
constitute a more stringent requirement than those prescribed by GAGAS. The
discrepancies with the checklist dates is significant because the checklists are the
primary quality control measure to ensure audit work and final report complied with the

AM and GAGAS. This, in our opinion, is the minimal level of documentation required to
ensure such compliance.

10.The internal quality control review cited lack of compliance with TeamMate, however,
our review of internal control documents were based on the physical copy of the forms,
which were unsigned or not signed in a timely manner. Therefore, we do not agree that
we incorrectly stated that the internal quality control review did not identify that
checklists were not complied with in practice. In addition, the PBGC-0IG internal quality
control review report did not specifically cite the three-month gap between checklist
date and issuance of the final report. In fact, during oral comments in response to
SIGAR’s findings, PBGC-OIG stated we had identified a discrepancy not previously noted.

11.The SIGAR peer review report does not state, as PBGC-0OIG asserts that the report “does
not state or document what activities were completed or what monitoring activities were
ongoing.” Rather, SIGAR’s report stated that “PBGC-OIG, however, does not distinguish
between quality control activities, which encompass ongoing monitoring activities, and
quality assurance, which is an independent assessment of the quality of audit work
completed.” This is significant because the activities described by PBGC-OIG are limited
to three areas - the same three areas addressed in three internal quality control
reports - and therefore, the quality control assurance program is not designed to identify
any systemic issues needing correction. For example, none of the internal control
reviews included a review of any of the GAGAS reporting standards or all of elements
included in the CIGIE Appendix E, which is the basis for the peer review assessment.
We do not disagree that PBGC-OIG’s internal control quality review identified problems,
however, the same problems were repeatedly reported and remain uncorrected. The

deficiencies we cited did not encompass a more extensive requirement than those
prescribed by GAGAS.
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12.We agree that the prior peer review did not consider noncompliance with independence
certifications a deficiency and clarified the footnote to reflect the same. The purpose for
the footnote was to indicate that PBGC-0IG had taken corrective action at the time and
added a step in its audit program to require completion of personal independence
certifications. The Letter of Comment is cited on page 2 of the System Review Report
and is part of the peer review.

13.PBGC-0IG misunderstood the point with regard to guidance for terminating audits.
PBGC-0IG guidance does not require “documenting the results to date for engagements
that are terminated prior to completion.” While we agree that a written notification to
the auditee is required to summarize the results of the work already completed and
explain why it was deferred or terminated, it is not necessarily the same as
documenting the results to date. Therefore, we continue to believe that this is relevant
guidance to include in the audit manual.

14.We used the 2007 version of the PBGC-OIG manual because that was the relevant
guidance in effect as of the date of the audit reports reviewed and the period of peer
review. The 2012 version cited by PBGC-0IG was a draft document during our entire
review period, and to our knowledge, is still a draft document. Therefore, it would not be
appropriate or relevant to use the 2012 as criteria for our review. However, we do note
in our report where PBGC-OIG cited the 2012 version of the PBGC-0IG manual as
making changes in its policies and procedures and in response to our findings.

PBGC-0IG stated the audit manuals provide clear direction. However, we noted many
instances where the guidance is vague or missing. For example, for determining audit
risk, Chapter 6-50, the guidance only states one risk element: “determine if the risk of
illegal acts are prevalent,” and does not provide any guidance on the other audit risk
elements. At Chapter 19-10, the guidance states the standards for follow-up and
resolution of audit findings, but this does not address audit risk. At Chapter 18-80, the
guidance pertaining to developing recommendations is one sentence:
“Recommendations: Presents the audit team’s recommendations based on the
findings and conclusions,” and do not agree that this provides clear direction to
auditors. At Chapter 18-30 for reporting conclusions, the guidance lists the types of
reports conducted by the OIG, and it's not clear how this relates to reporting
conclusions. At Chapter 18-60, the guidance briefly describes the elements of finding
and describes “required attributes for reports” but does not discuss reporting
conclusions. Again, it is not clear how this relates to conclusions without further
clarification and/or explanation of the linkages between findings and conclusions. At
Chapter 18-80, there are two sentences that mention conclusions: “Principal Findings:
Presents highlights of the support to the conclusions. . .” and again at
“Recommendations: Presents the audit team’s recommendations based on findings

and conclusions.”

15.As stated in comment #14, we did consider and attempted to note changes and
improvements made in the 2012 version of the audit manual and in response to oral
comments and cited the instances where the 2012 version was revised. However, the
2012 version was provided to us as a draft document and as such, was still undergoing
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revisions throughout the review period. In response to comments, PBGC-0IG refers to a
2013 version which was not provided during the peer review. However, for the purpose
of the peer review, the appropriate criteria is the 2007 Audit Manual that was in effect
at the time the audit work was conducted and reported.

16.We take strong exception to PBGC-0IG's comment that GAGAS independence standards
do not require reviewers of audit reports to be independent, and we particularly object
to the statement that the standard was dropped from the GAGAS December 2011
revision. Moreover, PBGC-OIG is wrongly interpreting that the independence standard is
no longer relevant. While specific references to personal, external, and organizational
impairments, and overarching independence principles were removed, the underlying
concepts related to these categories have been retained in the new conceptual
framework for independence.! In fact, the independence standard has been expanded
as it is intended to provide a means to assess independence for activities that are not
expressly prohibited. The GAGAS revision emphasizes the importance of considering
threats to independence both individually and in the aggregate. It is now a more
principles-based approach to analyzing independence and provides the framework for
auditors to assess the unique facts and circumstances that arise during their work,
according to Gene Dodaro, Comptroller General of the United States. GAGAS §A3.02
cites examples of threats to independence, which indicates that independence not only
applies to members of the audit team, but also applies to those in principal positions of
the audit organization. For example, senior audit personnel who have a long association
with the audited entity could pose a threat of undue familiarity (see §A3.06). In another
example, an audit organization principle serving as a voting member of an entity’s
management committee could create a management participation threat (see §A3.08).
Thus, it is imperative that, in all matters relating to the audit work - planning, reporting,
and reviewing - the audit organization and the individual auditor must be independent.
In addition, GAGAS §3.06 requires the audit organization to provide requirements for
and guidance on the documentation necessary to support adequate consideration of
auditor independence. We firmly believe that further action is necessary to ensure that
the PBGC-OIG correctly interprets the independence standard and communicates the
correct message to its audit organization.

Reporting

17.We agree that both reports are valuable to stakeholders and did not to intend to imply
otherwise. However, we do not agree that we substituted our own judgment about how
the audit should have been performed. It is clear from the peer review team’s multiple
meetings and discussions with PBGC-0IG’s auditors and management that there is a
fundamental misunderstanding of what constitutes a finding. Using a standard-based
approach to our review, we analyzed the content of the report and based on the fact
that both reports had multiple recommendations, we then attempted to link the
recommendations to the facts and findings in the report. As a result of this analysis,
several findings were evident in the report. Our analysis is based on applying the

11 Source: 2011 Government Auditing Standards, Listing of Technical Changes, revised December
23,2011.
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appropriate professional standards, which are described in detail on pages 11-12 of the
System Review Report. PBGC-0IG stated that each audit consisted of a single finding.
According to GAGAS, a fully developed finding includes criteria, condition, cause, and
effect but those elements were not present for the single finding that PBGC-OIG asserts.

The body of work that PBGC-OIG includes in the attachment to this letter consists of 14
products, two of which were the performance audits reviewed during the peer review.
Eight of the products were conducted by an independent public accounting firm, and
the four other products are called “evaluations.” Thus, 12 of the 14 products were not
performance audits. Performance audits require that certain standards be followed
regardless of whether there is a large body of work already issued or underway.

18.The objectives were not clear and consistent because the objectives were not fully
addressed in the audit report as required by GAGAS §8.09. PBGC-0IG lacks a clear
understanding of the linkage between objectives and what should be included in the
report to answer (or respond to) the objectives. PBGC-OIG asserts that the assessment
of PBGC's management of the data transition was stated throughout the report.
However, the only substantive information provided about the transition in the report is
contained in the agency comments section of the report. Of particular concern is that
PBGC-0IG management wrongly considers that it is appropriate to substitute the
comments from the audited agency with an independent analysis. The report did not
present sufficient, appropriate evidence to reach the conclusion that “PBGC's decision
to transition from Ariel was an appropriate one. . .” This statement appeared in the
Results in Brief section of the report and no further discussion or evidence was provided
in the body of the report. Thus, the report did not contain sufficient, appropriate
evidence to satisfy the audit objectives. This is significant because it was one of the
objectives that the audit report was intended to address. Believing that management is
honest is not a reason to accept less than sufficient, appropriate evidence, according to
GAGAS §3.32.

19.The example provided by PBGC-OIG to support that PBGC's management’s decision-
making process is discussed in its audit report does not address the objective that
PBGC-0IG stated it was going to address. Specifically, the report stated that the
objective was to “assess” the transition. The sentence referred to in response to our
report is not an independent assessment of the transition, but merely states the
position of PBGC management. A description is not an assessment as stated in the
objective. The opinion of the auditee certainly does not equate to conducting an audit
that is fact-based, objective, convincing and complete, which are all elements of quality

audit work.

20.We intended to say PBGC management, not PBGC-0IG management, and changed the
report accordingly. However, the point is the same as #19, that the position of PBGC
management does not constitute an assessment of the transition.

21.PBGC-0IG asserts that independent analysis was documented in the workpapers.

However, this misses the point that independent analysis was not presented in the
written audit report. Auditors should explain in the report how the completed audit work
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supports the audit objectives, including the evidence gathering and analysis techniques,
in sufficient detail to allow knowledgeable users of their reports to understand how the
auditors addressed the audit objectives, according to GAGAS §8.13.

22.PBGC-0IG asserts that best practices were addressed in the report. However, , the audit

report does not even use the word “best practices” or indicate what is a best practice so
that a reader could understand from the report the criteria used by PBGC-0IG to
conclude that best practices were used. PBGC-0IG assumes the reader knows what is a
best practice and is making an unreasonable assumption in this regard. Importantly,
the audit plan did not include any steps to address best practices.

23.PBGC-0IG misunderstands that objectives should be written in a neutral and unbiased

manner. The part of the objective that is not neutral is “to delay compliance” as noted.

24.PBGC-0IG misunderstands that using the language “document our findings and

recommendations” as a reason for initiating an audit could cause users to question
objectivity. In other words, stating that an audit was initiated to document the
organizations findings and recommendations indicates the findings and
recommendations were developed before the commencement of the audit.

Scope

25.PBGC-0IG misunderstands the intent and substance of GAGAS by stating “there is no

audit standard that prohibits including scope information in the body of the report.” The
professional standards provided in GAGAS provide a “framework for performing high-
quality work with competence, integrity, objectivity, and independence.” Application of
the standards requires professional judgment. Thus, the standards are not intended to
provide step-by-step instructions. Therefore, we continue to believe, in our opinion and
professional judgment that it is not an appropriate audit practice to expect a reader to
understand the scope of an audit when it is cited throughout the audit report and not
specifically related to the audit objectives, particularly when both audit reports had
explicit “scope and methodology” sections.

26.Contrary to PBGC-OIG’s statement in its response, GAGAS §8.12 does require audit

reports to specify the “period covered” in describing the work conducted to address the
audit objectives and support the reported findings and conclusions.

27.The point SIGAR is making in this regard is that the scope was vague because the scope

stated only that the auditors “reviewed laws and regulations,” and provides the reader
with no information on what laws and regulations were reviewed. PBGC-OIG incorrectly
asserts that it is sufficient for a reader to understand the laws and regulations because
the information is cited somewhere in the report, but such practice does not inform
about how this is related to addressing the audit objectives.

28.The point SIGAR is making in this regard is that the scope was vague because the scope

stated only that the auditors “conducted interviews of management and staff” and
provides the reader with no information on what offices were included in the review.
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PBGC-0IG misunderstands the intent and substance of GAGAS by stating “Government
Auditing Standards require only that the organization” be identified and there is no
requirement that offices of units be identified. Nevertheless, PBGC-OIG noted that it did
identify the unit, as appropriate, in the body of the report. The same detail should be
provided in the scope so that it can be linked to how the interviews were related to the
audit objectives. Application of the standards requires professional judgment.

29.The “period of review” refers to the time period associated with the documents. Again,
this information was stated in the report but not in the scope section of the report so
that the reader could understand the scope of the work performed and reasonably
interpret the findings, conclusions, and recommendation in the report without being
misled.

30.PBGC-0IG did not conduct work at other organizations; however, the audit report cites
guidance from the Office of Management and Budget, which gives the impression that
work was conducted by OMB. This should be clarified in the report. Moreover, a
recommendation was made to request a waiver from OMB yet no audit work was
conducted to determine whether the recommendation would be appropriate. Had audit
work been conducted at OMB, PBGC-0OIG could have known in advance that OMB does
not issue waivers for this purpose.

Methodology

31.PBGC-0IG did not adequately describe work in relation to the audit objectives because
they concluded that “methodology was best communicated within the context of the
report audit findings.” We agree that, as PBGC-0IG asserts, “to fully understand the
methodology, a reader would need to read the entire report.” We agree that
“Government auditing standards do not prescribe where in the report detailed
information about methodology must be the presented,” however, it is not reasonable
to expect a reader to understand how the completed audit work supports the audit
objectives in sufficient detail when it is spread throughout the entire report.

32.PBGC-0IG stated that more information about testing procedures was provided under
separate cover and asserts that detailed information was unnecessary for a reader to
understand the key point of the report. However, this information was not provided in
the report, and we continue to believe that the report did not sufficiently describe the
procedures performed and techniques applied in reaching their conclusions and
recommendations.

Internal Control and Data Reliability

33.PBGC-0IG misunderstands the intent and substance of GAGAS by stating that the audit
report does not need to include the word “internal controls” when describing whether or
not internal controls were assessed during the conduct of the fieldwork. GAGAS §8.19
requires auditors to include in the audit report “the scope of their work on internal
control” which was absent from both reports. We take exception to the PBGC-OIG
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statement that although “Government auditing standards require the reporting of
deficiencies in internal control, but do not require that audit report use the specific
wording ‘internal controls.”” Audit reports should be clear and easy to understand.
PBGC-OIG’s assertion that readers of their reports understand concepts such as system
controls and security controls and that they are specific types of internal controls, is an
assumption that is contrary to GAGAS. The purpose of audit reports is to communicate
the results of the audit report and make the results available to the public in a
complete, accurate, objective, convincing, and clear manner (see GAGAS §A8.02).
Technical terms should be defined.

34.We clarified that PBGC-0IG did not address computer-processed information since,
according to PBGC-0IG, there was no need to report.

Findings and Recommendations

35.PBGC-0IG’s examples of the finding elements do not track logically to the report’s

recommendations. The single finding does not provide sufficient and appropriate
evidence for the recommendations.

36.0ur professional judgment about the audit report is solely based on whether there was
sufficient and appropriate evidence to support the findings, conclusions, and
recommendations. We did not make assumptions, but analyzed the reports as written
and provided our conclusions based on professional judgment and opinion on whether
the standards were followed. Moreover, the peer review team is well-qualified to make
such assessments because of extensive experience in planning, conducting, and
reviewing audit reports in accordance with GAGAS.

37.During discussions of the draft system review report, the peer review team attempted to
explain to PBGC-0IG management how recommendations should flow logically from
findings. PBGC-0IG missed the point that the recommendation to request a waiver from
OMB was not supported by sufficient and appropriate evidence. We continue to believe
that the recommendation could be perceived as endorsing a delay in compliance.
Furthermore, recommendations should correct problems, improve program operations,
and be practical (GAGAS §8.28-8.29), which the recommendation for a waiver was not.

38.The recommendation is not supported by sufficient and appropriate evidence. The audit
report does not provide any information about the oversight process.

Audit Planning

39.PBGC-0IG asserts that audit risk was discussed throughout the audit and cites various

workpapers as evidence. PBGC-OIG cited workpapers that address the audit objectives,
but the workpapers do not address audit risk.

40.While PBGC-0IG asserts that audit planning elements were assessed for audit 09-70, it
references a 9-page document, most of which cites excerpts from GAGAS: but the
document does not provide information on how the standards were applied. It provides
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examples of work they should perform, but not what was actually performed. Moreover,
the document does not refer to prior audit reports that specifically report on internal
control deficiencies that would be relevant to an audit of internal controls.

41.PBGC-0IG asserts that there is no specific requirement that assessment of audit risk be
documented. PBGC-OIG cited workpapers that address the audit objectives, but the
workpapers do not address audit risk. GAGAS clearly requires audit risk to be assessed
to ensure that factors, such as evidence that is not sufficient and/or appropriate, is
evaluated to reduce the possibility that auditors’ findings, conclusion, and/or
recommendations may be improper or inaccurate. GAGAS §7.77 states that auditors
must prepare audit documentation related to planning, conducting, and reporting each
audit. Audit documentation should be prepared in sufficient detail to enable an
experienced auditor, having no previous connection to the audit, to understand from the
audit documentation the nature, timing, extent, and results of audit procedures
performed.

42.The documentation provided to support coordination between audit and investigation
units is a copy of the whistleblower complaint, which, without further explanation or
notation or record, does not discuss coordination between investigations and audits by
the audit team.

43.The email provided by PBGC-0IG only requests a meeting, but it does not constitute
evidence that a meeting with investigations actually occurred.

44.GAGAS clearly requires audit risk to be assessed to ensure that factors, such as
evidence that is not sufficient and/or appropriate, is evaluated to reduce the possibility
that auditors’ findings, conclusion, and/or recommendations may be improper or
inaccurate. GAGAS §7.77 states that auditors must prepare audit documentation
related to planning, conducting, and reporting each audit. Audit documentation should
be prepared in sufficient detail to enable an experienced auditor, having no previous
connection to the audit, to understand from the audit documentation the nature, timing,
extent, and results of audit procedures performed.

45.PBGC-0IG asserts “nearly identical” objectives, but it is clear as cited in the System
Review Report that the objectives excerpted from the audit program and the audit
report are substantive differences and do not constitute only tense changes.

46.GAGAS §7.77 states that audit documentation should be prepared in sufficient detail to
enable an experienced auditor, having no previous connection to the audit, to
understand from the audit documentation the nature, timing, extent, and results of
audit procedures performed. The assessment of best practices, as asserted by PBGC-
0IG, was not specifically included in the audit plan or reported in the audit report.

47.We clarified in the System Review Report that PBGC-OIG relied on documents provided
by an independent public accounting firm, but the point remains that the work of others
should be disclosed in the scope and explain how the work was used. In addition,
GAGAS §7.42 states that if other auditors have completed audit work related to the
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objectives of the current audit, the current auditors may be able to use the work but

should perform procedures that provide a sufficient basis for using that work, which
also was not documented.
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